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U.S. Robotics SureConnect 9003 ADSL Ethernet/USB Router

Firmware Version 20021029


Setup Steps For Configuring Remote Management For The SureConnect 9003

Two areas within the SureConnect 9003 need to be configured before remote management access can be gained from the WAN/DSL link. These areas are:

1. The Firewall IP Filtering-This will allow you to Telnet and/or HTTP to the WAN IP address for management of the SureConnect 9003.

2. The Firewall NAT Port Range Mapping-This will map the SureConnect 9003 WAN IP address to the management IP address of the unit.

Note: For initial installation and local management access please refer to the Installation Guide provided with the SureConnect 9003.


Setup of the Firewall IP Filtering

When selecting Firewall -> IP Filtering you will be presented the following screen.
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These show the default setting for a SureConnect 9003 that has been configured for RFC 1483 Routing.

To add the policies to support telnet and HTTP to the SureConnect 9003 you need to click the Add button. You will be presented the following screen.
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You will need to fill in the following information:

1. Precedence number. This number needs to be lower then any existing Precedence number so it takes effect first (i.e. 10000 will take precedence over 29000).

2. Destination Port From needs to be set to 23 for telnet access and 80 for HTTP access. Destination Port To should be left blank.

3. Protocol should be set to TCP.

4. For Interface Name select ATM1 (if using a PPPoX connection, select PPP0)

5. All other settings stay at default.

Note: For added security consider using a different Port number when accessing the WAN address for remote management. For example use Port 2424 instead of Port 23 for telnet and Port 8181 instead of Port 80 for HTTP. When using different a different Port number you also need to remember to map the correct WAN Port number to the correct internal management Port number (i.e. 23 for Telnet and 80 for HTTP). Also when setting up the call from a remote management station to the WAN IP address you need to include this Port number since it is not the standard Telnet or HTTP Port.

Example of filled in screen.
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Once complete with the above steps, select Apply.

Use the same step as above to add a second policy for HTTP access with port 80.

Once complete the Firewall IP Filtering-List of Firewall Policies should look like this.
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Setup of the Firewall NAT Port Range Mapping

When selecting Firewall -> NAT -> Port Range Mapping you will be presented the following screen.
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To add the entry to support mapping of a telnet and/or HTTP session from the WAN IP address to the SureConnect 9003 management IP address you need to click the Add button. You will be presented the following screen.
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You will need to fill in the following information:

1. Public Address. WAN IP address of the SureConnect 9003 (i.e. 10.41.0.210 for this example).

2. Public Port From and To need to be 23 for telnet and 80 for HTTP.

3. Local Address. Management port IP address (i.e. 192.168.1.1 for this example)

4. Local Port From and To need to be 23 for telnet and 80 for HTTP.

5. Leave the Protocol set for TCP.

Note: If a different Port number was used in the Firewall Policies section, use it in step 2 above.

Example of filled in screen.
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Once complete with the above steps, select Apply.

Use the same step as above to add a second entry for HTTP access with port 80.

Once complete the Firewall NAT Port Range Mapping should look like this.
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Remember to Save all configurations once completed by going to

Tools->Save and Restart!
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