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User Guide

TheUSRobotics M2M Cellular Gatewadger Guide explains
how to install and activate yogatewayand configure your
device for use.

This guide is designed for:

9 Distributors
1 System integrators
1 Field engineers

Gatewayhardware specifications and technical information are available irHdwelware Guidsection
of this documentiInformation about deployingatewayfirmware, configmation and software updates is
available irthe Provisioning Server Guigection of this document

Introduction

TheCourierM2M CellularGateway fromUSRoboticprovides LANo WWANand Seriatto WWAN
routing and GPS functionality in a simple, ce$tective base unit. Thgatewaycan be configured locally
or remotely from a PC,tablet, or smartphariehe USR351i6 certified on all major U.S. cellular
operators (CDMA/EvDO and WCDMA/HSPA).

The gateways preloaded with an RS232 serial interface card irpisnary expansiorslot.

Base Unit Design

The base unit design featur&eriaito-WWAN LANto-WWAN and GPS interfacesgdvanced error
detection and repair watchdogs. When a component or software process loses connectivitdgtioe
automaticallyresets or repowers itself. You can also schedule the device to reset at speeifials to
ensure daily, errcfree operation.

Finally the devicecan be monitored and provisioned remotely, which vastly reduces the technioi@n
on site, and enables firmware updates and new software features to be deployed quicldyfiarehtly.

Expansion Slots

The gatewaycan beusercustomized withexpansion cals available fronselectelectronics distributors.
TheRS232 serial interface catttht ispre-loaded in the primargxpansiorslot can be removed and
replaced withanotherexpansion card, and the secondaxpansiorslot can be loaded with an
expansion ard. Contact a USRobotics Sales representative for more details.

Feature Overview

Reliability and Security

1 Software and hardware watchdogs continually monitor for loss of connectivity and will repair the
problem if detected
1 Software and configuratioimages are protected with digital signatures
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1 Secure, redundant firmware and configuration images ensure the unit can revert to previous
working settings if a problem is detected

1 Management functions are protected by certificate or password and appliedem@ypted links
Flexibility

1 Hardware expansion slots allow for additional radio and/or wired interfaces

1 Expansion cards are designed with boeadtje connectors for easy installation and replacement in
the field

1 Hardware and software development kits areailable to partners for developing custom expansion
cards and software images

Provisioning

1 TheUSRUJniverse allows for efficient deployment of firmware, configuration file and developer
image updates to multiplgatewaysat once

More Resources

USR3510 M2M Cellular Gatewagtasheet (US)
USR803510 M2M Cellular Gatevidgtasheet (WCDMAEMEA

Base Unit Hardware

The mechanical housing for each base unit is identical. Internallyn#ire boardis also identical and is
designed around a WWAN module and Ethernet interface.

The gateway can be useustomized withOptionexpansion carslavailable from select electronics
distributors. The RS232 serial interface dhat ispre-loaded in the primargxpansiorslot can be
removed and replaced with ather expansion card, and the sendaryexpansiorslot can be loaded
with an expansion card. Contact a USRobotics Sales representative for more details.
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The base unit consists of;

Light weight aluminum housing with DIN rail amdll mounting opions
Two SMAtype antenna interfacesWWAN Main and WWAN Div/GPS
WLAN, GPS, System, and WWAN LEDs showing system status and signal strength
10/100 MB/s R45 Etherne interface
Primary expansion slot pfleaded with Optiorserial card CG1101
9-33 VDC power in with Micr6 A G u £ R-dizlcuit cONROfOE 1
Available secondargxpansion slot
Internal main board with WWAN module, Ethernet interface and GPS
Freescale.MX280 450MHz Processor

0 64 MB Ram

0 128 MB Flash

o GTM68X WWAN module

=4 =4 = =4 -4 -8 -8 -8 9

Base Unit Versions

Twoversions of the base unit exist:
T USR3510

o Contains theGTM68%cellular radio modulevhichprovidesCDMA/EVDO and WCDMA
technology.
0 Used in the U.S. and Canada and has the cocetification and approvalfor these countries.

1 USR803510

0 Contains theGTM68Icellular radio modulavhichprovidesWCDMA technology.
o Used in Europe and has therrectcertification and approvalfor these countries.

Related Topics
ExpansionCards

Mounting options

Mechanical Drawings

Front and backPanels

Expansion Cards

TheUSRobotics M2M Cellular Gatewiagompatiblewith Optionexpansion cards. For custom
solutions,Optionalso licenses a hardware development kit. Third parties can design their own
expansion cards to fit specific needs.

The expansion cards offered Bytioninclude:

1 WLAN expansion card (CG2101)
1 Low cost serial card (CG11@i9ludedin the base unit
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Industrial serial card (CG1102)
PoE Ethernet switch (CG1103)
Basic Ethernet switch (CG1104)
Developer card (CG1105)

—a —a _a _a

WLAN Expansion CardCG2101

1 Provides 802.11abgn

1 Simultaneous Access Point and Station mode for providing service or connection as aWikdles
9 Failover to WLAN client for WAN connectivity

1 Dual SSID

Low Cost Serial CardCG1101

1 Provides a single RB32, 921.6Kbaud maximum speed.

Industrial Serial CardCG1102

1 One R232 port with 921.6 Kbaud maximum speed.

1 2KV isolated R&5 serial port921.6 kbaud, full duplex or half duplex; 2 wire or 4 wire with
switchable termination.

Basic Ethernet SwitchCG1104

1 4-port 10/100BaseT
I uSD card

PoE Ethernet SwitchCG1103

1 Power over Ethernet board. (requires special power supply)
1 4-port 10/100BaseT with 2 ports class 4 or 4 ports up to class 3 PoE
I uSD card

Developers Expansion Car€G1105

1 Extended format with headers on all interfaces to attach to development equipment
1 Prewired R&232 port, GPIO connected temperature sensor, a relay and SBloard

Related Topics

Installing Expansion Cards

Configuring Expansion Cards
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USRUniverse

TheUSRJniverse is the configuration and deployment mechanism foldB&® Gatewayrom the
factory,the base unitis preconfiguredfor a RS232 serial interface card

Onpower-up, the gatewayconnects to thdJSRJniverse ovethe wired Ethernet port and automatically
downloads the appropriate update. If the Ethernet interface is unavailable, thegdtevayuses the
WWAN interfaceéo download the updates.

[ Tip: You can set th&JSRJniverseto enable or disable the automatic downloads. }

TheGatewaydownloads the following files from thdSRUniverse:

1 Gatewayfirmware: Systermfirmware provided byJSRobotics

1 Gatewaydeveloperimage: customized software that provides additional functionality to the
gatewayor controls thirdparty expansion cards.

1 Gatewayconfig file: configuration settings that can be applied to one or ngaeways

1 GatewayGOBI firmware image: software that dgtes changes to wireless operator firmware

Related Topics

USRUniverse Guide
3G Connection Tab

Custom Developer Images

To extend the base unit functionality provided by tregewayfirmware, you can install developer
software images onto an overlay file system and adaptghiewayto specific needs. Developer images
can be created for custom applications and middleware, and to control-garty expansion cards.

Optionlicenses a software development kit which allows third parties to design developer images. For
information on theOptionCloudGate developer programontact Option Customer Support.

Related Topics
USRUniverseGuide

Network Interfaces

For connecting to the Internet, the base unit comes with an Ethernet interface Svid/AN (3G)
interface.An optional WLAN interface is available only whenWieAN expansion cars installed.
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While the WWANetwork interface is always a direct connection to the Internet, or WAN, the Ethernet
interface and optional WLAN interface can act as either a WAN or a local Area Network (LAMNThe
interface allows local devices to connéatthe Internet through thegateway

The network interfaces available on tgatewayare:

9 Ethernetinterface: can be a WAN or LAN connection depending on the behaviorWwthd AN
switchover featureat startup orcan be set manually.

WWAN interface: always a WAN connection because it connects directly to the internet.

WLAN interface: optional Wi expansion card can be configured as either a WLAN client, which will
act as a WAN interface, or as a WLAN access,pamth will act as a LAN interface.

T
1

Choosing a WAN or LAN Interface

Thegatewaycan have only one WAN connection at a time. Howevegttewaycan be connected to
several different LAN networks simultaneously.

In choosing the network interface, you capesify:

1 Manual: the network interface is selected through #mbeddedweb interface on the Home page.
9 Automatic: a priority list defines which network interface to use to connect to the WAN/internet.
The network interface at the top of the list will try to connect to the WAN/internet first. If this
succeeds then thgatewaycontinues to use this network ferface to connect to the WAN/internet.
If the connection to the internet fails, thgatewaytries the second interface in the priority list and

so on. The priority list is defined in tleenbeddedweb interface on the Home page.

Warning: In firmware \ersions 1.12.0 and older, the ability to choose between automatic naodie
manual mode and to set a connection priority list are not available. These firmware veaBi@ys
try to connect to the internet over the Ethernet interface first. When this ifeee is no@able to
connect to the internet, theyatewaywill try to connect to the internet via the WWAN interface.

Related Topics

Configuring the Base Unit
Ethernet Tab

3G Connection Tab
WAN/LAN switchover feature

Installing theGateway
To install the base unit out of the box, review the installation requirements and then follow the
installation steps listed below. For information about customizing the base unit, learn adsbaiting

expansion cardand provisioning the device with a custom developer image.
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Installation Requirements

Gatewaybase unit
Included pwer supply
IncludedWWAN antennas
Ethernet cable
Web browser on a lapp or smartphone.
A service plan from a wireless service provider.
0 One of thefollowingUS wireless service providers:
A Sprint
A Verizon Wireless
A AT&T (requires SIM)
A T-Mobile (requires SIM)
o For non US wireless service providers, any WCDMA based netwaslorill

= =4 =4 =4 -4 =9

Browser Requirements
For the Provisioning Server:

1 Chrome 27.0 (.1453.110 m)

i Firefox 21.0

91 Internet Explorer 9 (.0.8112.16421)
91 Internet Explorer 10 (.0.9200.16540)

For thegatewayembeddedweb interface:

Internet Explorer 9

Safari 5.1

Firefox(Windows 21.0, Mac 12.0)

Chrome (Windows 27.0.1453.110, Mac 26.0.1410.65)
Opera (Windows 12.02, Mac 12.10)

= =4 =4 =8 =9

Installation Overview

Before installing yougatewaydevice, read theafety guidelinesarefully. Not following these
guidelines can cause harm to thateway yourself or other persons.

To install the base unit:

1. Attach the antennas

2. Install the SIMif your wireless operator is using a SIM card, or make sure that a splaices
associated with your device (for Sprint and Verizon).

Reqister theGatewayon the Provisioning Server.

Power on theGateway

Connect theGatewayto a laptopand log in to theembeddedweb interface.

Select a wireless operatar the 3G Connection tab.

o akrw
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9 For operators using a SIM card, the network settings will populate automatically for most SIM
cards. Check the settings of the APN , Username and Password. Update them if appropriate.
ClickSavechangesLearn more abot 3G network settings

1 For CDMA based operators (for Sprint or Verizon, no SIM card is requiredytatick
programmingto start the activation sequencé.earn more about CDMA network settings

Attaching theAntennas

The base unit has two SMAmale antenna connectors on the front pandttachthe included
antennas to these connectors.

Related Topics

Front and Back Panels

RF Specifitmns

Installing the SIM

For some UMTS and 3G operators, such as AT&Ibpile and European operators, you must install a
SIM card associated with the service plan.

Tip: For other wireless operators, such as Sprint or Verizon Wireless, make suvéca péan is
associated with the device before continuing the installation.
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4xTorx Té
O b— C

To install the SIM:

1. Using a T6 Tomscrewdriver, remove the four screws from the top plate on the back panel, and then
remove the plate.

2. Insert the SIM into the SIM slot.

3. Replace the top cover plate and screws.

Related Topics

Selecting a WireleQperator

Activating the Gateway

When you activate thgateway you add the device to thd SRUniverse. Th&JSRUniverse allows you
to configure one or more devices with the same firmware, configuration,daveloper images.

To activate ayatewayusing acomputer.

1. Open an internet browser and go to théSR Activat&)RL http://www.usr.com/activate3510
2.LF @&2dz R2y QiU KI @S | d2arS hNveyahadcSQuntyet? ahdfalbwitie s 2 NRX  Of A (
instructions
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3. Sign in and complete the Activate Device page. Select or enter a User group, (your personal user
group is the same as your username), the type of activation, the serial number, and actiat®on c

USqu.otics . =

v

Devices tome Davices Device groups

USRobotics
Node: MOBSY.
Contans FCC 1D NCMOWOSSE
Contans IC 77 A MO
CAN ICES-) (B)NMB-) (B)
AAITR.
I —
1n FC:
C
==
Mose: COOY2
i

AL L

C€1588 X

4. ClickActivate.

Related Topics

Creating an Account on tHéSRJniverse

Activating theGatewayUsing theUSRUniverse

Powering On theGateway

To power on thegateway

1. Plug the power supply into the power connector on the back of the unit andaiptawer source.

2. Observe the LEDs on the front panel. Gageewayattempts to connect automatically with thegSR
Universe and download the appropriate firmwadegveloper image, and configuratidite. When
the poweron sequence is complete, the System and WAN LEDs on the front pangid¢am

Related Topics
LED Descriptions
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Selecting a Wireless Provider

For the minimumoput-of-the-box installation of the base unit, you have to connect dewice to a
laptop and use thembeddedweb interface to select the appropriate wireless provifienware.

IMPORTANTWhen using the USRobotics USR803510 (GSM/WCDMA only veeixt)ng the
wireless operator is not needed and you can immediately go to step 7 on this page.

To connect thegatewayto a laptop and select a wireless provider:

1. Connect an Ethernet cable to the Ethernet port on tfaéewayfront panel and a network porn a
laptop or computer.

In a web browser, go the UR192.168.1.1

In the login screen, enter the default usernams@minand passworadmin.

Click the3G Connectionab in the top menu bar.

Scroll down to thdRadio firmware selectiotield for the wireless operator firmware options.
Select the appropriate wireleggovider and cliclsave changes

oahwN
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General

Enabled Yes Mo

Only upon traffic Yes m
Connect while on Yes m

international roaming

WWAN Div antenna Yes m

present
WWAN Passthrough Yes m
mode
Allow ICMP Yes m
Limit Wireless Mode No limit
MTU 1500

Note: when using an AT&T SIM card select "AT&T", for all other wireless operators using SIM cards select "UMTS generic”.

Radio firmware selection (O Verizon Wireless

() UMTS Generic A SIM requiring different radio firmware was detected.

@) AT&T

Connection hunting Yes m

Tip: When using an AT&T SIM card, se/SE&T. For all other operators using SIM cards, selddTS
generic

7. Proceed with the wireless provider selection.
1 For Verizon Wireless an8printservice

Make sure the service plan is already associated with the unit (MEID). Scroll down to the CDMA
section and cliclstart programmingto complete the activation.
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1 Forall SIM card based operators

The network settings populate automatically for most SIM cards. Scroll down to the Network
Settings section and check théN Username andPasswordields. Update if necessary and
clickSavechanges If the service plan requires a PIN code, scroll down to the PIN Settings
section,enable and enter the PIN code, and clgawve changes

Related Topics
Configuring the Base Unit

3G Connection Tab

Installing Expansion Cards

Gatewayexpansion cardare easy to install either during staging by a distributor or system integrator,
or in the field by a technician.

Expansioncardsarededy SR (2 FAG Ay 2yS 2F (62 SELIYaAA2Y
panels. In general, cards with antenna interfaces, such as the WLAN card, are installed in the back slot
avoidinterferencewith the 3G antennas on the front of the base unit.

Tip: Another way to determine the appropriate slot, is to look at the card connector. Cards with th
small connector are installed in the rear slot. Cards with the large connector are installedriorthe
slot.

To install an expansion card:

1. Make sure the unit is powered off.

2. Using a T6 Torx screwdriver, remove the three screws from the bottom plate on the front or
backpanel, and removéhe plate.

3. With the expansion card in your hand, make sure the English labelling for any external
interfaces,suchWLAN Antennaor Serial Port are facing up. In this orientation, the card
connector is also rigtfacing.

Revision1.00 Copyright 2015 U.S. RobotiCsrporation 16| Page
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4. Slide the card into slot, using tls&de channels or grooves on the device to guide the card into
place. Make sure the screw holes line up.

-
Nidae

5. Push gently untTiII the card is flush with the housing.
6. Secure the card with the screws.

The following table lists the expansion cards available frqtio® and the slot.

Expansion Card Slot
Wi-Fi Card (CG2101) Back
Low Cost Serial Card (CG1l1libtluded in thebase unit Front
Industrial Serial Card (CG1102) Front
Basic Ethernet Switch (CG1104) Front
PoE Ethernet Switch (CG1103) Front
DevelopergLard (CG1105) Front

Removing Expansion Cards

o Note: The expansion card faceplate will deform if the card is pulled at the edge.

Do not attempt to remove the expansion card by pulling its edge!

=

Remove the Torscrews that fasten the card to the base unit.

2. Plug a connector into the mating connector on the expansion d¢atide card has multiple
connectors, choose a connector near the right edge.

3. Remove the expansion card by pullthg plug or cable that isserted into an expansion card

connector.
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Related Topics

Configuring Expansion Cards

Mounting the Gateway

Thegatewaycan be mounted on a wall or DIN rail.

[ IMPORTANTAIl mounting hardware is install@rovided }

Mounting on a wall

Thegatewaycan be mounted on a wall with six screws. The mounting holes in the base gdtiweay
have a diameter of 4.3 mnSRoboticeecommends using screwgth a minimum width of 4mm and a
minimum length of 30 mm (M4x30mm).

Tip: When choosing the mounting orientation of the unit, consider the direction of the cables and
antennas. Make sure cables are routed with sufficient ease to all connectors, arttietattennas
are unobstructed for easy positioning. The front panel LEDs should also be visible.

To wall mount thegateway
1. Mark the six holes with a pencil on the wall.

2. Drill (if necessarythe holes in the mounting surface. Do not drill into thetewayhousing.Click
here for a drawing of the mounting holes.

3. Mount the gatewaywith six M4x30mm screws

]
o
it
=]
=
]
-3
(73]
=
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Mounting on a DIN rall

To mount thegatewayon a DIN rail, use two DIN rail adaptddSRoboticsuggestsadaptors from
the following companies:

Phoenix Contact

DSB Marketing
Hammond

= =4 =

Configuring the Base Unit

When thegatewayis connected to a laptop through an Ethernet cable, you can configurdéhie
locally using thembeddedweb interface. The web interface allows you to configure deeice at a
time.

Tip: To provision a number @fatewaysat once, use the web interface to createanfiguration file
and use thdJSRUniverse to download the file to multiple devices

Learn how to log on to thembeddedweb interface

The web interface displays a number of tabs based on the expansion cards installed. fasethmit
with the included serial cardhe following default tabs are availabldome, Ethernet 3G Connections,
Firewall,ConnectionPersistenceProvisioning System Plugin and VPN

Revision1.00 Copyright 2015 U.S. RobotiCsrporation 19| Page
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Click this tab To do these tasks

Home Verifying the Internet Connection
Checking the Firmware Version

Ethernet Disabling the WAN/LABwitchover Feature

Managing IP Configuration Settings

3G Connection

Configuring the WWAMterface

Choosing a Wireless Operator

Setting Up SIM Parameters

Setting Up WWAN Connection Parameters

Choosing PIN Code Setting

Setting up Verizon Wireless or Sprint wireless operators

Firewall

Setting Default Firewall settings
Setting Up the DMZ

Setting Up Inbound Port Forwarding
Setting Up Outbound Port Filtering
Setting Up Outbound Trusted IPs

Connection Persistence

Configuring the Connection Watchdog
Configuring the Automatic Timed Reset

Provisioning Setting up Automatic updates
System Setting up the Time Zone
Setting up Remote Access to tBateway
Setting up a Dynamic DNS Service
Changing the Username and Password
Creating Log Files
Download a configuration file
Manually Resetting th&ateway
Pludn Setting up the serial port
Setting up GPS reporting
VPN Creatirg and configuring IPSec tunnels
Revision1.00 Copyright 2015 U.S. RobotiCsrporation 20| Page




USRobotics

A Division of UNICOM Global

Logging On to the Base Unit

To log on to thembeddedweb interface:
1. In aweb browser, go to the URI92.168.1.1

Please login

Username

Password

default username/password: admin/admin

2. Enter the user name and password, and then dliogin

1 Usethe default usernameadminand passwor@admin. You carthange the default username
andpasswordater if necessary.

Home Tab

The Home tab displays tlygatewayconnection status, the connection settings, the differamtilable
LAN interfaces and the firmware and software versions installed.

Connection status

Displays the type of Internet connection and reports if the unit is connected or not connected.
Connection settings

Internet connection enabled:

9 This parameter enablg¥es) or disables (No) the WAN interface.

Connections strategy:

9 This parameter defines which interface should be chosen to connect to the internet (WAN
interface)in case multiple solions are possible. Two possible solutions are available: Manual
and priority based.

Manual

1 In manual mode, the interface with a blue background will be the one and only interface to the
internet (WAN interface).

91 Inorder to change the interface press dret"use this" button behind the interface you would
like tobe the WAN interface.
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Settings

Internet connection
enabled

Connection strategy

] Interface

Priority based

[ ana [

Connection status P Use for internet connection

Connected 178.145.68.26 v

1 In priority based mode thgateway will first try to make a WAN connection with the interface
onthe top row of the table.

1 When the first interface is unablte make a connection to the interngthe gateway will then
try the second interface

=a =

change.

Settings

nemet connection
enabled

Connecton stralegy

" Interface
1 3G Connection

2 WLAN Chen

Revision1.00

When the second interface fails the next line willthed.
In order to change the prioritieglickon the arrows behind the interface you would like to

B -

Manual Prionty-based

Connection status P Move up/down

Connected 178.145.08.20 -
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IMPORTANTFhegatewaydecides thait's not connected anymore when:

- the Bhernet connection cable is removed.

- when a disconnect message of the network is receivedthe 3G connection
- whenthe WLAN connectiois out of range.

Q his funcionality can be extended when used together with gt@nnection persistenckeature. /

LAN interfaces

1 Displays dist of the available LAN interfaces atheir IP addresss

LAN interfaces

i Interface Enabled P
v 192 168.1.1
2 { Access Point v 192.168.2 1
v 192 168.3.1
VPN Tunnels

Displays dist of the active VPN tunnels.
System information
Device serial number

1 Displaysthe serial number of thgateway

Firmware version

91 Displayghe currentversion of thesystemfirmware. System firmware is required for the
gateway to operate.

Image version

1 Displayghe version of the developers image. This image is onlyired in case you need
featureswhich are not part of thesystemfirmware.

Configuration version

1 Displayghe version of the configuration file.
1 A configuration file is not mandatory, it's a way to provisgatewaysettings to multiple units.
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Interfaces Tab

The interfaces menu groupsédtsettings of all connection technologies

i Ethernet

i 3G Connection

T WLAN Client

T WLAN Access point
Ethernet Tab

TheEthernettab configures the behavior of the Ethernet port on startup and manages IP nework
settings.

General
Enabled No
Mode m WAN PPPoE
WAN/LAN Swilchover No
MTU 1500
IP Config
IP address 19216811
192 16 |
Netmask 255 265 2560
X )
Enable DHCP server No
DHCP range o 25
Lease time 12 Hour(s) A
DNS 1
DNS 2
Enabled

1 Enables (Yes) tHghernetinterface on the main board of thgatewayor disables (No) the
Bhernetinterface
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Mode

9 This will define the state of the Ethernet interfastenthe WAN/LAN Switchover feature is
disabled.

T Whenthe WAN/LAN swehover feature is enabled the state of tBhernetinterface will be as
in the following table:

Result of WAN/LAN switchovdeature | State of "Mode" | End result
WAN LAN WAN
WAN WAN WAN

LAN LAN LAN

LAN WAN WAN

WAN/LAN Switchover

1 The WAN/LAN switchover feature defines the state of the Ethernet port aftegakewayis
powered on. By defaultyVAN/LAN Switchovers enabled.Learn more about the WAN/LAN
switchover feature

1 If settoYesthe gateway tries to connect to theernet through theBhernet connection, such
asan ADSL or cable modem. If a connection is unavailable, the porhewitoc LAN mode and
acts asa LAN interface.

1 SettoNoto power on the Ethernet port as defined in th@ode" parameter.

MTU
1 TheMTU packet sizeValue rang&8to 1500

IP address

1 Sets the IP address of tigateway By default the IP address is 192.168.¥dl can change this
to any value you want.

Netmask

1 Sets the netmask of thgateway By default the netmask is set to 255.255.25%d can
changethis to any value you want.

Enable DHCP server

1 Enables the DHCP server. By default the DHCP server is enabled. (WHéethet port is in
LANstate). In case you want to use static IP addresses in your network you can disable the DHCP
server.

DHCP range
1 Sets the DHCP range for tB&iCP server.
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Lease time

1 Lease time is configurable from 2 minutes up to 24854 days

DNS 1andDNS 2

When thegatewayis inLAN modehe DNS fields will be empty by default. As a resultighewayitself
will act as a DNS server. All the connediernet devices will receive an DNS address whiggisl to
the gateway'dP address (by default 192.168.1.1) When the DNS server insidathsaycan't resolve
the DNS request it will forward the request to the DNS server of the WAN connection.

When thegatewayis inWAN modethe DNS address will be defined by the DHCP server afittrmet
provider. When the DNS fields are changed to another value than the other IP addressusétdfer
the DNS server.

Reserved leases

9 Lists the DHCP leases which arégaesd to a certain MAC address.
1 ClickAddto assign another lease and link a MAC address to an IP address.

Active leases

9 Lists the active DHCP leases of the devices connected gatbway
i ClickReserveo add the lease to the Reserve leases list.

Reserved leases

Hostname MAC Lease time P Active Actions
Option-Canada 00:15.b7.64 1167 1d 192 168.1.237 v (7] I
© ada

Active leases

Hostname MAC P Actions
PetersDell a4 badbc2az 1921681117 © Reserve
Option-Canada 00:15:07.64 11.:67 192.168,1.237 © Resen

Related Topics
WAN/LAN Switchover Feature

Revision1.00 Copyright 2015 U.S. RobotiCsrporation 26| Page



USRobotics

A Division of UNICOM Global

3G Connection Tab

The3G Connectiottab configures thegatewayWWAN interface, as well as 3G and CDMA network
settings.

It includesthe following sections:

I Connection Status
1 General
9 Network Settings

9 PIN Settings
T CDMA

Connection Status

The Connection statuisection provides information about the wireless network.

Connection status

Connected

CloudGate is connected to the mobile network

Operator PROX
Signal strength -75 | dBm
ECIO -4 | dB
Technology | HSDPA & HSUPA

Voice number 331234556

IP configuration

IP 46.179.62.73
Netmask 255.255.255.252
Gateway 46.179.62.74
DNS 1 81.169.60.107
DNS 2

Operator Name

9 Displays the name of the wireless operator thetewayis connected to.
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Signal Strength
91 Displays the received signal strength.

ECIO

9 Displays the energy per chip over timterference. This is a typical way to indicate the quality of 3G
networks.

Technology
9 Displays the technology used by the wireless operator.
Voice number

9 Displays the voice number linked to the SIM card for 3G wireless operators
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General

The General secn configures the WWAN interface on thateway

General

Cinly wpon traffic Yes

Connecl while on es

imternational roaming

WWaM Div antenna Yes
present
WWAN Passthrough Yes
moade
Allow ICMP ¥Yies m
Limit Wireless kode Mo limid |
MTL 1500
Note ATET T&T 7
Ratwo firmware selection _ Venzon Wirekess

Enabled

1 Enables and disables the WWAN (3G) interface,

1 SettoYes(default) to enable the WWAN interface. If there is no Internet connection available on
the Ethernet interface, the device automaticatlgnnects to the network using the WWAN interface
on startup.

1 SettoNoto disable the WWAN interface. The only network connection possible is through the
Ethernet interface.
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Only upon traffic

1 By default, the device is always connected to the network amdsead and receive data in both
directions: Internet tagateway andgatewayto Internet. To protect the device fromnauthorized
access and ensure you only pay for the data you want to send, you can configaevtbe to
connect only when it has data tcansmit.

i SettoYesto connect the device to the WWAN when it has data to send and disconnect it
immediately after. Note that when the device is disconnected, it is also unable to receive data.
USRoboticseecommends enabling this feature only if you arterested in one waygatewayto-
Internet data flow.

1 Set toNo (default) to disable sending data only upon traffic.

[ IMPORTANTRemote login to theyatewaydoes not work wher©Only upon trafficis enabled. }

Connect while orinternational roaming

1 Manages international roaming settings for a device installed in a vehicle.

1 If settoYes international roaming is enabled.

1 If set toNo, internationalroaming is disabledJSRobdtsrecommends disabling this feature to
preventhigh roaming costs.

IMPORTANTNational roaming is always allowed on thateway TheConnect while on roaming
feature only has an impact on international roaming behavior.

WWAN Div Antenna present

1 Enables antenna diversity.

9 The base unit supports two antenna interfaces: WWAN with Diversity/GPS and WWAN Main. Using

both antennas ensures better reception in low coverage areas and increlasadyhput.
1 If settoYes,antenna diversity is enabled and both physical antennas must be installed.
1 If set toNo, makesure only one antenna is connected to WWAN Main on the front panel.

IMPORTANTInstalling one antenna with diversity enabled (setvteg, results in poor or unstable
performance. Make sure that diversity is disabled when there is only one antenna installed.

WWANPassthrough Mode

1 By default, Passthrougtiode is disabled (set thNo).

1 If settoYes the connected laptop receives an IP address from the wireless operator through the
gateway

IMPORTANTWhen pasghrough is active, data send to port 80 will always redirect to the WebGui
the gateway
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Allow ICMP

1 Allow ICMP messages to pass the firewall. Most important usage is to allow ping to function on the
WAN interface.

Limit Wireless Mode

9 Limit wireless mode to a specific technology sTikiuseful when on the limit of coverage of one
technology to avoid ping/ponging between 2G and 3G for example.

MTU
1 TheMTU packet sizeValue rang&8to 1500

Radio firmware selection

1 Selects the wireless operator firmware the device will use on the network.

IMPORTANTWhen using thaJSR80351Base unit (this is the version witho@DMA technology),
you don't have to select the wireless operator. The device tleEIMTS Generisetting.

1 If Verizon Wireles®r Sprintis selected, the web interface jumps to the CDMA section. Stk
Programmingto provision the unit for CDMA.

1 IfUMTS Generits selected foil-Mobile or any operator not listed, you may be required to enter a
PINcode. In the PIN code section, enter the appropriate settings andSdieck changes provision
the unit for UMTS 3G.

1 If AT&Tis selected, you may be required to enter a PIN codthdrPin Code section, enter the
settings and cliclsave change® provision the unit for AT&T 3G.

Connection Hunting

Connection hunting is a feature that allows thatewayto actively search foanother network in case
the primary network is not availab.

IMPORTANTThe connection hunting feature is only availablel®R3510VCDMA + CDMA

When enableda new section of the menu will appear allowing the user to select which other neswork
the gatewayshould try to connect to in case the primary connection cannot be established.

The fallback time field allowselectingthe time thegatewayneeds to try to connect to each of the
alternative networks before trying the next network.
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Connection hunting Mo

Connection hunting

Connection hunting = Verizon Wirehass
confguration # UMTS Generic
# Sprint
# AT&T A SIM requinng different radio firmware was detected
Fallback time 4 : minubes
Network Settings

If AT&Tor UMTS Generits the chosen wireless operator firmware, you can configure a number of 3G
network settings.

APN

1 Sets the APN value automatically based on the SIM card installed.

w

&

IMPORTANTWhen the APN which is set automatically, @ the correct one, you can change it
manually.

When the APN is manuallyatged, thegatewaywill remember this and will use this ARMery time
it detects this individual SIM card.

hen a different SIM card is inserted thatewaywill again choose theAN automatically.

)

Authentication method

i Selects the authentication method:

o Automatic: (default). Uses PAP authentication for connecting to the network, followed by CHAP
authentication.
0 PAP Uses PAP authentication protocol for connectimghe network.
0 CHAPUses CHAP authentication protocol for connecting to the network.
o0 NONE No authentication protocol used.
Username

9 Defines a user name if required by the wireless network subscription.

Password

9 Defines a password if required by the waes network subscription.

Network selection method

1 Sets the network selection method when roaming:
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0 Automatic: Registers the device to the network corresponding to the SIM card installed. When
roaming, the device connects to the roaming partner designatethe wireless operator.

0 Manual: Scans for networks and then lets you select a network different from your home
network.

PIN Settings

When you selecAT&Tor UMTS Generias the wireless operator, you may have to enter a PIN code.

Enable PIN

Enabled Yes m

Enter PIN

Save PIN

Enabled Yes “

Enter PIN

Enable PIN

1 Enables thé’IN code and displays a field for entering the value.

Save PIN

1 Automatically saves the PIN code.
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CDMA

If Verizon Wireless or Sprint is the chosen wireless operator,2t&gk programmingo provision the
gateway

CDMA

Starl programming

Ethernet Switch

When the Etherneéxparsion board isinsertedinto the gatewaya new item "Ethernet Switch" will be
listed in the interfaces tab.

[ only LAN functionality is available on the Ethernet Switch outputs, no WAN functionality. }

N Homa Imarfaces ~

Main Erecnet

m Ethemet Switch l Home

3G Connecten = x >
FACB0NecHS On this page you can view a summary of the settngs of the CloudGak
WLAN Clent

WAt WLAN Access Point

Connection status

Connection status

3 fields are available in this tab:

91 General
1 1P _Config
9 Data Counters

General
In the general section of thEthernetswitch these settings can be selected :

1 Enabled: Yes/ No
1 TheMTU packet sizeValuerange 68 to 1500
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® I

Ethernet Switch

i this page you AN confgurs NeTwoms salings Tor s eemned inle (= o

Geaneral

IP Config
The IP configuration field allows to set:

9 IP address: This is the IP addressvbith thegatewaywill be reachable from th&thernetswitches
network

Default thegatewayuses subnet 4 on the Ethernet switch card. Subnet 1 is reserved fondhe
Ethernet interface, Subnet 2 & 3 for the WLAN SSID1 & SSID2 interfaces.

1 Net mask: Allows to configure a specific netmask, default 255.255.255.0

1 Enable DHCP Server: When enabled the DHCP servicegaittiweaywill be available to allevices
connected through thé&thernetswitch, when enabled the address range can be selected

1 DNS 1 & 2: these fields allow specification of custom primarysandndaryDNS servers usirtgeir
IPaddress

The reserved and active leases table marsdye devicesability to connect to prts of theEthernet
Switch card. To add a device manually to the list click the "add" button. Host name, Macd&réBs
are required. A specific lease time can be selected.
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IP Config

IP address 192.168.41
ex: 192.168.1.1

Netmask 255.255.285.0
ex: 255.255.255.0

Enable DHCP server No

-

DHCP range 100 . o 250
DNS 1
DNS 2
Reserved leases

Hostname MAC Lease time P Active Actions

© Add

Active leases

Hostname MAC P Actions

0
w
)
f
m

Data counters

Data counters will trace thimcoming& outgoing traffic of theEthernetswitchesoutputs since last start.

Data Counters @

Data received: 0 bytes
Fackets received: 0
Data fransmitted: 0 bytes

Fackets transmitted: 0
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WLAN Access Point

If the WLAN Card is inserted into thatewayit has the ability to be configured as a WLAN acpegst
with a single odual SSID. This page allows configgthe genericaccess poinsettings andhe
individual SSID settings.

Please clickerefor more information

WLAN Client

When the WLAN card is inserted in thatewaythe WLAN Client tab allows s$ieig up the gatewayas a
WLAN Client conneci to a pre existing WLAN Network

For more informatiorplease clickere.

Firewall Tab

The Firewall tab controls how data passes from one type of interface to another. There are three
different sources or destinations ffgatewaydata:

1 A WAN interface, which is a connection to the Internet

9 A LAN connection, which is a connection to a laptop or other computer on the same network
interface

1 Thegatewayitself, called the Local network

TIP:When the device is powered othe Ethernet interface behaves as a WAN or dapending on
the mode configured through th&/ AN/LAN Switchoveeature.

It includesthe following sections:

Default Policies

bMZ

Inbound Port Forwarding
Outbound Port Rering
Outbound Trusted IPs
Static Routing

=A =4 =4 =8 -8 =9
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Default Policies

The Default Policies section sets the basic firewall rules.

Default policies

LAN -> WAN Accept

LAN -> LAN Accept v

LAN -> Local Accept

WAN -> Local Drop v

Default Policies

9 Sets the default firewall rules to accept or reject data flow between the following interfaces:

(0]
(0]
(0]
(0]

LAN to WAN
LAN to LAN
LAN to LOCAL
WAN to LOCAL

9 Sets the action for each rule:

(0]
(0]

(0]

Accepted: the data is allowed to pass from one interface tgpthe other interface type.

Rejected: the data is not allowed to pass form one interface type to the other interface type; the
gatewaydrops the data packets and sends a reject message to the source of the packets.
Dropped: the data is not allowed to pafssm one interface type to the other interface type; the
gatewaydrops these data packets without sending a reject message.

NOTE The WAN to LOCAL traffic is by default "Dropped"”. This makes sungotiraffic comingrom
the Internet can enter thegateway
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DMZ
The DMZ section configures the demilitarized zone.

This feature forwardall incoming data to a specific IP address.

DMZ
Enabled Mo
WAN Interface ALL =
IP Address | Required
ex: 192 168.1.1
Enabled

9 Enables the DMZ.

WAN Interface

1 Selects the WAN interface the data will be coming fronfdowarding.

IP Address

9 Sets the IP address for forwarding all data coming from a WAN interface.

Inbound Port Forwarding

The Inbound Port Forwarding section forwards data from a WAN interface to a designated IP address
and port.

Inbound port forwarding

Protocol Inbound interface Source IP Dest. port Target IP : port Actions

© Add

Note: Inbound port forwarding is priority based. The first line has the highest priority.

Inbound Port Forwarding

9 Lists the inbound forwarding rules, up to a maximum of 40.
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1 These rules allow you to forward data from a WAN interface to the IP address set in the destination
field.

The port forwarding rules have a higher priority than the DMZ rule!

ClickAddto create aforwarding rule. Enter the port information and target IP address in the dialog
box and cliclSave

Edit inbound port forwarding rule

= =4

Protocol TCP v
Inbound interface -- ALL -- v
Source IP Any
® Specific:
‘ Required
Destination port :i Required
Target IP address ‘ Required
Target destination port :[ Required

Cancel
Outbound Port Filtering
Outbound port filtering
Outbound WAN interface Port range Policy Actions

© Add

The Outbound Port Filtering section defines the data allowed to pass from the Local or LAN interface to
the WAN interface.

Revision1.00 Copyright 2015 U.S. RobotiCsrporation 40| Page



USRobotics

A Division of UNICOM Global

Outbound port filtering

Outbound WAN interface Port range Policy Actions

© Add

Outbound Port Filtering

9 Lists the outbound port filtering rules, up to a maximum of 20.
1 By default, all data can be sent to a WAN interface. When an outbound port filtering rule is added,
the data sent over the chosen port will be allowed, rejected or geap

9 ClickAddto create a filtering rule. Enter the port range and select whethekltow, Rejector Drop
the data sent over the chosen port and clig&ve

Edit outbound port filtering rule

Outbound WAN interface | — ALL — (=]

Port range | = | to | = |

-

Both values must be in range 1 to 65535 and the
second value must be greater than or equal to the first
one

Policy = Accept (=]
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Outbound Trusted IPs

TheOutboundTrusted IPs section defines IP addresses that can be cedtadten LAMo-WAN traffic
is not allowed.

Qutbound trusted IPs

Outbound Trusted IPs

1 When the LAN to WAN traffic is rejected or dropped based on the default firewall policies, no data
can be transmitted from the LAN to the WAN network.

9 The outbound trusted IP list definesghP addresses that can be contacted even whentoANAN
traffic is not allowed.

1 Enter an IP address and cliséd.

Static Routing
Static routing allows you to define a specific gateway for an IP address

1 Interface: Specify on which interface you woule lik have the static routing

9 Target: Specify the destination IP address.

1 Netmask: Specify the netmask of the destination IP address

1 Gateway: Specify the gateway which has to be used to send packets to the target IP address.
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Edit static routing

Interface ‘ Main Ethernet v
Target | Required
Netmask
Gateway
Cancel
/!Inbound Rules WAMN LAN/LOCAL \

Next is a list of the PORT FORWARDIiNS by priority from high to low:

1. HTTPS (port determined in the >SYSTEWM tab
2. Port forwarding rules

3. DMz
Priority example: If you enable HTTPS and DMZ, you can still use the HTTPS because those p
kforwardings are pocessed before the DMZ redirect. j
/! Outbound RulesAN->WAN \

Outbound rules in order of priority:

1. Port filter rules. (Only used when trusted IP is disabled)
2. Trusted IP rules (@nabled forces general LANWAN rules to Reject/Drop)
3. General LAN> WAN rule (in case of trusted IP always Reject or Drop)

\_ /

Connection Persistence

TheConnection Persistenceb configure the watchdogs that monitaggatewayoperation and
performance.

The following actions can be configured to make suregdwewayworks properly.
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1 Connection watchdogThis watchdog tests if the active WAN interface is able to connect to the
internet. If notit will trigger the next WAN interface in the priority list.
When it detects that the 3G interface is not able to contact the internet it will trigger the next WAN
interface in the priority list and it will reset or reconnect the WWAN module.
You can find here a flow chart of the feature

1 Timed Resetresets thegatewayafter a period of time.

Connection Watchdog

Connection watchdog

Enabled Mo

Addresses to check No addresses defined

[ Add

Use PING in addition to Yes NO
DNS

Checking interval 30 seconds

Watchdog action Reset interface Re-establish connection

Cancel

Enabled

I SettoYesto enable the connection watchdoghd monitor the active WAN interface for data
received.

1 If no data is received after a certain period of time (= checking interval), the connection watchdog
will:

0 Try to lookup the URL/IP addresses

o If activated, try to ping the URL/IP addresses.

o If both actons fail than the next WAN interface in the priority list will be activated. When the
failingWAN interface is the 3G interface than the WWAN module will be reset or try to re
establish aonnection.

Addresses to Check

1 Specifies the IP addresses or URLS2nd a DNS request or PING to if the connection watchdog is
enabled
1 A maximum of 5 IP addsees or URL's can be specified
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IMPORTANTFhe UR% in the table must be thdomainname, not thecomplete URL

For example:
www.google.comwill be accepted.
http://www.google.com will not work.

Use PING in addition to DNS
1 Sends a PING and DNS request to the specified URL/IP addresses
Checking interval

9 If no data is received during a time equatkie "checking interval" the connectigrersistencewill
start the URL/IP lookup feature.

Watchdog action

1 Resets the WWAN module or tries toegstablish the connection to the wireless network. Resetting
the WWAN module can take about 2 minutes, reconnegtin the wireless network will take about
20seconds.

Timed Reset

The Timed Reset section sets up the device to reset on a daily, weekly or monthly basis.

Timed Reset

Frequency m Weekly | Monthly

Hour 00:00

Enabled

1 SettoYesto enable theTimed Resewatchdog. Theatewaywill reset at the specified time
interval.

Frequency

1 Set toDailyand select the time of the day at which you want to perform the reset.

1 SettoWeeklyand select the days of the week you want to perform the reset, and the time of day.
Selected days are green.
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1 Set toMonthly and enter the day of the month and the time of the day.

Provisioning Tab

The Provisioning tab configures how and whendgheewaychecks for updates from thdSRUniverse.

By default, thegatewaybase unit connects to theSRJniverse each time the devicepewered m, and
checks for an updated image. The device downloads and installs the updatheW®AN interface.

Check for Updates

Check for updates

Note: this will automatically install updates to the CloudGate device, even when automatic provisioning has been disabled.
"Check for updates” can cause data traffic on your wireless operator subscription.

Check for updates

Check for updates

1 Checks th&JSRUniverse for firmware, developer image, and configuration file updates

9 Click theCheck for Updagsbutton to check for updates evenBinable automatic provisionirig
disabled.

UploadDeviceProvisioning File

Upload Option provisioning file

Select file

Select file

1 Updates the unit with an image from a hard drive.
91 ClickBrowseto select the file and then clidépload
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Settings
Settings

Enable automatic No
provisioning

Cancel

Enable Automatic Provisioning

1 Controls automatic updates from tHéSRUniverse.
1 SettoYesto automatically check for updates. This happens:

o Each time the unit is powered on.
o Depending on thecheckin frequency" parameter on thelSRUniverse.

1 SettoNoto disable automatic provisioning.

System Tab

The System tab configures remote access settings, log file parameters, and manual reset settings.

It includesthe following sections:

TimeSettings

Power Savings
Data counters

Remote Access

Dynamic DNS

Username and Password
Loggin

Config Export
System Reboot and Factory Reset

=4 =4 =8 =8 -8 -8 8 4 -9
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TimeSettings
Timezone

1 Sets the timezonesed by the unit for th&imed Reset watchdog

NTP server

i Definesthe domain name of an NTP server

Time Settings

Timezone UTC-06:00 Central Time (US & Cana:ﬂ

NTP server | pool.ntp.org

Cancel

Power Savings
Turn off LEDs

9 This parametedisables(Yes) orenables (No) the.EDs on the base unit front panel

Power Savings

Turn off LEDs Yes m

Cancel
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Data Counters

Reset all data cunters

1 Thisresets all data counters

Data Counters

Reset all data counters Reset

Related Topics

Data Counters

Remote Access through HTTPS

The Remote Access section configures a port orgetewayfor remote access. With remot&cess,
you can log into thembeddedweb interface from a remote PC or laptop.

Remote access through HTTPS

Remote access MNo

Port 1800

To set up remote login:

=

Click the3G connectiortab and make a note of the IP address of the WAN connection displayed
in IP Configuration.

2. Click theSystemtab.

3. Set theRemote access through HTTiRRRI to Yes

4. Enter the port number for which remote login is allowed.

5. ClickSave changes

To log in to thegatewayremotely:

1. On aremote laptop, go to the URittps://IPaddress:porthumber
2. Enter the user name and password.
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Dynamic DNS

Dynamic DNS

Enabled No

Service provider = dyndns.org [~]
Host Name mypersonaldomain.dyndns.org
User Name myusername
Password ssssssseee
Use HTTPS Yes No

Status Mo info available
Update

Cancel

Enabled
1 SettoYesto enable Dynamic DNS.

Service Provider

1 Selects the dynamic DNS service provider.

Host name

1 Defines the host name for the DNS service provider account.

User name

91 Defines the user name you have set up with the DNS servicedprovi

Password

91 Defines the password you have set up with the DNS service provider.

Use HTTPS
1 SettoYesto enable HTTPS login.
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Status

9 Displays status information.
1 ClickUpdateto refresh the status.

Username and Password

Username

Username admin

Cancel
Password
Old password
New password

Confirm password

Cancel

Username
1 Sets a new username for logging on to #rebeddedweb interface.
Password

1 Resets the password.
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Logging
Qustomer support may request logdfiles to diagnose a problem.

Logging
Enable logging MO
Maximum log file size 256 KB

Select log levels [ Info
[] Warning
Error
[] Debug

Download log file Download log file

Clear log file Clear log file

Cancel

To create a logfile:

1. ClickYesto enable logging.

2. Set additional logging parameters acdimg to Customer Support recommendations.
3. ClickSave changes

4. Reproduce thgatewayproblem.

5. Download the log file by clickirigownload log file

Enable logging

9 If settoYes the unit logs aljatewayactivity.

Maximum log file size

1 Sets the maximum loglé size USRoboticeecommends 256 kB.

Select log levels

1 Sets the log levels. In order of severity the levels are: Info, Warning, &nbbhebug

Download log file

1 Downloads the file to a hard drive or USB stick.

Clear log file

1 Removes the log file frothe unit's memory.
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Config Export

Download config

1 Click to save the device configuration to a file on a laptop. The configuration file can then be
uploaded to the Provisioning Server and used for provisioning multiple devices.

System Reboot and FactoReset

Two different manual resets are possible on gaeway system reboot and factory reset.

TIP
Automatic resets of the WWAN interface are managed byctirnection watchdodeature.
Automatic resets of thgatewayare managed by thémed resetfeature.

System reboot
To reboot thegateway

1. ClickSystem reboot
2. Inthe confirmation dialog box, cli¢kebootto confirm.
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