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Connecting to the USR5453 Professional Access
Point using the built in Radius server.

The intention of this document is to understand how to connect to the
USR5453 using the built in radius server and 802.1x. It will cover how to
configure the server on the access point, how to establish a connection
using the MAXg client, Windows XP Sp 2 Wireless and the Intel PROSet
Wireless client.

Why use a radius server (Remote authentication dial-in user service)?

The use of a radius server enhances security on a wireless network by the use of a
shared secret. This offers increased security over WEP as the secret is never broadcast
over the air so if anybody is ‘snooping’ your network, no security parameters can be
retrieved. In this instance, the client supplies the authentication details and does rely
on the access point. The USR5453 has a Radius Server built in, but it can also allow
the client to connect to the Microsoft Windows ISA Radius server. This will enable
the access point to form a secure tunnel for data transmission.



Configuring the USR5453 Professional Access Point.

BASIC SETTINGS

Manage user accounts
CLUSTER

Access Points

User Accounts...

| User Management

Sessions To edit a user account, click a user name.

Channel Management

To enable or disable a user, click the “Enable™ or "Disable™ button. Likewise, to remove a user, click the

| e s e el remove” button. Ensure that you have selected at least one user prior to any of these actions.
Mote: These user accounts apply only when the security mode is set to "IEEE 802.1x" or "WFA with
RADIUS" and the Built-In authentication server is chosen. See the Help panel for more information.
Interfaces
Evaite [ Edit user Name Real Name Status
D Edit] james james anabled

Transmit / Receive Statistics
I:l Edit] jpearce jpearce enabled

Client Associations

Meighboring Access Points

Selected users:

RADRAHILIED, [backup or restore the user database]

Ethernet {Wired) Settings

Wireless Settings

Add a user...

Security
Guest Login To add a user, fill in the fields below and click *add account™,
Wirtual Wireless Metworks -

= User Name Jpearce J
Radio
MAC Filtering Real Name James Pearce J
Load Balancing Password sssssnse J
Quality of Service Password (again for safety) seesssse P 4
Wwireless Distribution Systern [ Cancel ] [ Add Account ]

Time Protocol

Log into the management console of the 5453 and locate the *‘User Management Tab’.

Here you will need to enter the users ‘Active Directory’ or “Windows Log On’ details.
If the client is not on a domain, enter the local user name and password which is
supplied when you log onto Windows. Again, if you log into Windows without using
a user name and password, please create an account in control panel\users and put
these details into the 5453.

Click ‘Add Account’ when you have entered all of the details.

Now expand the Advanced tab and click Security.



BASIC SETTINGS

Modify security settings that apply to the Internal Network

CLUSTER

#Access Points

User Managerment Broadcast S5ID & allow O Prohibit
Sessions Station Isolation @ off O on

Channel Management

Wireless Neighborhood Security Mode |EEE 802.1x V

STATUS

Interfaces Authentication Server | Built-in ||

Events Radius IP

Transmit / Receive Statistics Radius Key

Client Associations

Wit Aizgens Pl Enable radius accounting

ADVANCED

Ethernet {Wired) Settings

Wireless Settings

Security

In the Security Mode section, select ‘IEEE 802.1x’ and “Authentication Server’ ‘Built
In’ from the drop down box. Finally, click the ‘Update’ button.

We are now ready to configure the Wireless Client (US Robotics MAXg and Intel
Centrino)

If you wish to connect with Windows XP built in wireless client or Intel PROSet
Wireless client, please skip this next section.

Configuring the US Robotics MAXg wireless client.

After you have installed the MAXg client (should this be the client of your choice, if
not please skip to the appropriate section), open the MAXg utility.



@ U.S. Robotics MAXg Configuration Utility Ed

wireless Networks | Link Status | Statistics | Site Monitor | Information|

Let thizs tool manage pour wirsless settings.

Available network s
To connect to an available network., click Configure.

1 USRE353 Prafessional AF B [ Corfigure

[ Refresh ]

Freferred netwark.s

Automatically connect to available networks in the order lizted
bielow:

- {,i} LISH&E353 Profeszional &P

[ Movedown |
[ Impoit... |
(i Export.. |
[P —| | (——— | (———

Show wireless icon in systray.
—— .

Locate the USR5453 by identifying the SSID that you have assigned which in this
instance is ‘USR5453 Professional AP’, highlight it and click configure.

On the configuration screen, select ‘802.1X’ from the drop down menu.



Wireless Network Properties

YWireless Metwark Propertiez | &ygthentication

Metwark, name [S510]:

Wiireless netwark ke

Thiz netwark requires a key for the following:

Metwiork Authentication: o pen il
: Open :
Drata Encryption: Shared
a0z 1
WP,
Metwork, key: WPA-PSE
Confirm ke
F.ey index [advanced): 1 [l

[] Awthenticate Prior to ‘wWindows Login

k. H Cancel ][ Help

Should you wish to *Authenticate Prior to Windows Login’, put a check in the box.
This will allow windows to connect to the radius server at the log in prompt and
connect to a domain controller. This is useful when connecting to a windows ISA

radius server.
When done, select the “Authentication’ tab at the top.



Wireless Metwork Properties

Wireless Metwork Properties | Authentication

EAP Method PEAR V.
TLS

TTLS/PEAF TTLS

Tunnelled Authentication Protocal |pEap
D&

EAP-FAST FAST

|zermame and Password

[ ] Prompt for Usemname and Password

[]Use ‘Windaws Username and Password
[ Include ‘Windows Domain
DromaintL zername:

Pazzword;
Confirmn Password:

Certifizate

Logan/ldentity:

B

[]¥ alidate server certificate

L ] H Cancel H Help ]

Select PEAP from the EAP Method drop down box and put a check in the ‘Prompt for
Username and Password’ box if you wish or a check in ‘Use Windows Username and
Password’ should you wish for an automatic connection.

We have now performed all of the necessary steps to connect to the inbuilt Radius
server on the USR5453.

When you have selected OK, the MAXg client will authenticate with the AP and you
will be presented with this dialogue box:



Damain' semame:

| mydomainhjames

Password [token: I |

Lok ][ Cncel |

Enter the active directory details as described above. If you are not on a domain, you
will need to enter the local computer name in the domain section as follows:

DamainiU zemanme: Llucalcmmm\nm

Password [token: I |

Configuring the Windows XP client.

Locate the USR5453 with the Windows XP wireless client.

X

Nawort: Tadiia Choose: a wireless network
& Refresh netwerk kst Cheke an item in the kst below to connect bo & wireless netvaork in rangs of o get more

<2 Set up a wireless retwork. AR 34 Manual |
Fiar & home ar small office |

{:iﬂ ;
5’ Security-snabled wireless natwark II"E

Related Tasks

4) Learn shout wireess
netyoeiing

Sy Changs the ordes of
prefemmed networks

P Change advanced
cattings

Csconnect




Select ‘Change the order of preferred networks’ from the left hand menu.

<L Wireless Metwork Connection Properties

| General| Witeless Networks | Advanced|

Usze Windows to configure my wireless network, settings

Awallable networks:

To connect to, dizconnect from, or find out more information
about wirgless networks in range, click the button below.

Wiew Wirelezs Mebworks

Preferred networks:

Autornatically connect to available netwark s ik the order listed
bl

1 USR5453 [Manual) [s] [ Moveup

b o dowr

[l

Add... H Remove ][ Froperties ]

Learn about zetting up wireless network
configuration.

[ OF. ][ Caticel ]

Select ‘Properties’

PU5R54-5.3 prope rties

Association | Authentication | Connection|

Metwork, name [S510]:
Wwireless network, key

Thiz netwark, requires a key far the following:

M etwark, Authenticatian: | Open M
Data encryption: |W’EF‘ [v_l
Metwork, key: [sasssnes

Confirm retwork key TYTTIIY

Keyindex [advanced): |1 'r-fj

[] The key iz provided for me automatically

Thiz iz a computer-to-camputer [ad hoc] netwark: wireless

1ok uged

arcEss aaike ar
ACCEEE DOINCE ale

0K ] [ Cancel




From the *Association’ tab, leave the “Network Authentication’ as ‘Open and the
‘Data Encryption’ as “WEP’.

The “Network Key’ must be filled in, even though it will not be used. Simply enter
any 10 character key, but make sure you enter it the key when asked to confirm.

Select the ‘Authentication’ tab.

. =1

USR5453 properties

Azzociation | Authentication | Connection

Select thiz option to provide authenticated netwaork, access for
wireless Ethernet nebwork.s.

Enable IEEE 8021 authentication for thiz network,

EAP typs: | Protected EAP (PEAF) ™

Authenticate as computer when computer information is available

[]Authenticate az guest whern uger or computer information i
unavailable

(] l [ Cancel

Enable IEEE 802.1x and select the *Properties’ button.



When connecting:

[ ] walidate server certificate

[] aB&.ECOM Root Ca [
[ ] autoridad Certificadora de la Asociacion Macional del Motaria'
[] autoridad Certificadora del Colegio Macional de Correduria P

[ ] Baltimare EZ by DST

|:| Belgacom E-Trusk Primary C&

|:| CEAM HET SecureMet CA Class &

|:| Ca HET SecureMel 4 Class B o
£ | »

Select Authentication Method;

Secured password (EAP-MSCHAP +2) “ |

[ ]Enable Fast Reconnect

No check is needed or ‘Validate server certificate’.
Select the “Configure’ box.

EAP MSCHAPY2 Properties

When connecting:

] Autornatically uze my *Windows logon name and
pazzword [and domain if any).

[ ak. ] [ Cancel ]

Remove the check in “‘Automatically use my Windows logon name and password (and
domain if any)’.

You are ready to connect.



When Windows attempts to authenticate with the USR5453, you will be presented
with the following window:

f !

nter Credentials

ser name: | ipearce |

Password: | [T YTTITY) |

Logen damain: | |

F ] [ Zancel

Fill in the user name and password exactly as entered into the USR5453 (User
Management\ User Accounts). There is no requirement for a domain account to be
entered.



Configuring the Intel PROSet/Wireless client.

Install and open the Intel PROSet Wireless client. Locate the USR5453 and select
profiles. Follow the on screen prompts or click the properties button.

File Took Advanced Profles Help

Wireless networks found. Select one and
click Connact.

l:‘mmdmmmmlm
e

Click next and this moves you onto the ‘Security Settings’ screen and ‘PE

AP User’.

ias - LISRS4

@ Frofie Hame: USAS453

£3 General Seings Security Seftings
5 Secuy Selfirgs
FEAP U | {7t Personal Secuty (%) Enterprise Secuity
FEAP Sarver B
Hetwosk Sustericobon: | Dpen E]
Diata Encryprions [wep v
[#] Enabils B2 Tx
tbonticston Tpe: [ PEAP | (Geamowmn)
Shep 1 of 2 PEAP U
dathanbcaton Fitecsl | MELHAPAR E|
Liser Coacontiali; Use: the Folowing i'l
Wit Blasrreec i
Dhornaer
Fasiword
Conbem Pyt iwond e
Flisrrary | deriity =)
| Advarced. | Hop? [Lcchoek | [ mear> || 0k || Coves |




Put a check in “‘Enable 802.1x’ and the authentication type is ‘PEAP’

PEAP settings are —
Step 1 of 2 - PEAP Uses

Autihenbcation Prolocok MS-CHAPY2 hall |
Ll Crederitials: Lzt odoasing v|
Il sms M AR
L oy
Faziwiond
Confem Passwoed B
Foaemirg |dentily jpaance

The Authentication Protocol is ‘MS-CHAP-V2’ and the User Credentials are the same
as added to the USR5453 above. Leave the domain box blank.

For the ‘Roaming Identity” — This must also be the same as the user name entered into
the USR5453 as above.

On this occasion the user name entered into the USR5453 was jpearce and a password
of 12344321JP.

Repeat this for the user credentials and use jpearce for the roaming identity.
REPLACE WITH THE NAME AND PASSWORD YOU ENTERED INTO THE
USR5453.



In ‘Step 2 of 2’ensure that there is no check in “*Validate Server Certificate’ or in
‘Specify Server or Certificate’

IC3 d =
i ProfieMeme USR5 | Do e
23 Gurard Setings Securily Sefiings
) Security Suiings
PEAF Ulzer D) Petsonal S ecuity (%) E e Securty
PEAP Swiver } _
Network Authenticabor: | Dpen ]
Data Ereypion |wee ™
[#] E st 802 1
st o558 ] (G
Bbep Zod 2 : PEAP Server
[7] wabdate Seresr Cortheats
[[] Speciy Server oo Certificabe Hames
Heg? [echosk | [(hea J[_ox ][ comel |

Click OK and you are ready to connect!!



@ Intel[R) PROSetWiretess ME <
File Took Advanced FProfies Help |
. You are connected to USR5453,
Mebwoak Mame: USRE452 5
etails...
Speed 54.0 Mbps
Signal Qualty Good
IF Address: 17221.24143
winslezs Metworks [3)
] | Y —— secuily ensbled 48
() (P
To manage profles of previowsly connected wirsless netwoks, cick Profila:
the Profies butlan, =
(oenon [ et

This document was written using:

USR 805421 Wireless USB MAXg stick connecting with US Robotics MAXg
wireless client.

Intel Centrino Pro /Wireless 2200BG connecting with Windows XP Service Pack 2
wireless client.

Intel Centrino Pro/Wireless 2200 BG connecting with Intel PROSet/Wireless Client
version 10.1.1.3
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J Pearce.



