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CHAPTER 1
INSTALLATION

USRs5473 Package Contents

USR9110 Wireless 54Mbps ADSL Router ~ One (1) Ethernet cable

12VDC Power Supply USR5422 54Mbps USB Adapter

Installation Guide One (1) phone cable Installation CD-ROM

Prepare for Installation

. Note: It is important that you have your serial number written down
before you install the Wireless 54Mbps ADSL Router. You can find

your serial number on the bottom label of the Wireless 54Mbps ADSL

Router. If you ever need to call our Technical Support department, you will

need this number to receive assistance.

Model Number Serial Number

USR9110

. Note: Be sure to find out what letter your CD-ROM drives uses before
~ you begin installing your new product. You will need to know this to
properly install your software.

Step One: Connect Microfilter(s) (if included or required by your ISP)

A microfilter removes interference between voice and DSL signals. Your ISP
will determine if a microfilter is necessary. If a microfilter was not included
with the Wireless 54Mbps ADSL Router, ask your ISP if you need to purchase
one or more.

To install a microfilter, plug each device (phone, fax machine, or other
telephony device) into the microfilter and then plug the microfilter into the
telephone wall jack. Do not install a microfilter on the cable that will con-
nect your Wireless 54Mbps ADSL Router to the telephone jack unless your
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microfilter has a connection for both the router and the phone.

= b

.

Step Two: Connect your Wireless 54Mbps ADSL Router to the wall phone

jack

e Turn off your computer.

e Connect one end of the included phone cable to the ADSL port on the
Wireless 54Mbps ADSL Router. Connect the other end of the phone cable
to a wall phone jack.

Step Three: Connect your Wireless 54Mbps ADSL Router to your computer
and connect the power supply

Connect one end of the supplied Ethernet cable to your computer’s Ether-
net adapter. Connect the other end to the LAN port on the Wireless 54Mbps



ADSL Router.

Connect the included power adapter to the power socket on the Wireless
54Mbps ADSL Router. Plug the power adapter into a standard power outlet.
Turn on your computer.

Proceed to Chapter 2 to configure the Wireless 54Mbps ADSL Router.



INSTALLATION



CHAPTER 2
CONFIGURING THE WIRELESS

54Msps ADSL Router

To access the Wireless 54Mbps ADSL
Router’s Web User Interface, launch a Web
browser and type the default IP address of  password: [

the Wireless 54Mbps ADSL Router in CANCEL
address line: http://192.168.2.1.

By default, there is no password, so click LOGIN to access the Web
User Interface.

If you are logging in to the Web User Interface for the first time, the
country selection page will appear. Please select the country in which
you will be using the Wireless 54Mbps ADSL Router and then click
Apply. Then confirm your country selection by clicking OK.

U.S.Robotir.s'

» SETUP WIZARD .

Country Selection
SYSTEM
WAN Please select the country in which you are using the router:
LAN
WIRELESS
NAT
ROUTING

Warning: After applying these settings you will only be able to change them by resetting the router to its factory
FIREWALL defaults.
SNMP
upnp

Appl

ADSL
TooLs
STATUS

Select County. v
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Navigating the Web User Interface

This is the advanced setup page:

U.S.Robotics’

» SETUP WIZARD

SYSTEM

WAN The router supports advanced functions like Stateful Packet Inspection, hacker attack detection, content filtering,
access control, virtual DMZ hasts, virtual servers, and client filtering,

Advanced Setup

LAN
WIRELESS
NAT
ROUTING
FIREWALL
SNMP
uPnp
ADSL
DDNS
TOOLS
STATUS

Setup Wizard: Use the Setup Wizard if you want to quickly set up the
Wireless 54Mbps ADSL Router. Go to “Setup Wizard” on page 9.

We recommend that you keep the defallt settings.

Advanced Setup: Advanced Setup supports more advanced functions
like hacker attack detection, IP and MAC address filtering, virtual
server setup, QoS, as well as other functions. Go to “Advanced
Setup” on page 20.

Making Configuration Changes

Configurable parameters have a text box or a drop-down list. Once a
configuration change has been made on a page, click SAVE SETTINGS or
NEXT at the bottom of the page to enable the new setting.

. Note: To ensure the screen refreshes after a command entry, be

sure that Internet Explorer is configured as follows: Click Tools,
Internet Options, General, Temporary Internet Files, and Settings.
The setting for Check for newer versions of stored pages should be
Every visit to the page.
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Setup Wizard

1. Begin the Setup Wizard
If this is the first time the Setup Wizard has been launched, select
your country and click Apply. Verify you have selected the correct
country and click OK.

Click NEXT.

U.S.Robotics’

1. Getting Started 1. Getting Started

2. Password
Welcome!

3. Channel and SSID
Thank you for purchasing the U.S. Robotics Wireless S4bps ADSL Router. By answering the following questions, you wil
be online in 3 few seconds and enjoying high-speed Internet access with this ADSL router.

4. Security
Please make sure the ADSL line is connected properly. For more information, refer to the user guide on the Installation

5.Parameter Settings  cp-rom

6. Confirm Click 'NEXT' to continue with the Setup Wizard or click 'EXIT' to go to the Advanced Setup section.

NEXT

2. Create a password for the router
Follow the on-screen instructions to create a password for access to
the router. Remember that there is no current password to enter.
After creating and confirming a password, click NEXT.
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U.S.Robotics'

1. Getting Started :
& 2. Selecting a Password
2. Password . " i
By default, your new router is not password protected. This means an unauthorized person can access the
O @izl i) G router and modify its configuration. To protect it, you should set up a new password.

PLEASE REMEMBER TO WRITE DOWN THIS NEW PASSWORD.

- Security You will need it in the future.

o Parameter Settings pjoace enter a new passward below:
6. Confirm
Current
Password
(If you are setting up your password far the first time, please
leave the Current Password field blank.)
New Passwordl
Re-enter new
password:

3. Enter your wireless network and security information
You will see the Channel and SSID page. Enter the appropriate
information for your wireless and security settings. Refer to the table

that follows for descriptions of the different settings. Click NEXT
when done.

U.S.Robotics’

1. Getting Started 3. Channel and SSID

2. Password This page allows you to define the SSID and Channel for your wireless connection, In the wireless environment, the rauter

can also act as a wireless access point, These parameters are used for the wireless clients to connest to this access
3. Channel and SSID paint.

4. Security SSID |USRIN0

5. Parameter Settings SSID Broadcast Enable O Disable

6. Confirm Wireless Mode | Mixed (11b+11g) v
Security Type | NoWEP, NoWPA v
Channel & v
Parameter Description

SSID Service Set ID. The SSID must be the same on the Wireless
54Mbps ADSL Router and all of its wireless clients.

SSID Broadcast Enable or disable the broadcasting of the SSID.

10
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Parameter Description

Wireless Mode This device supports both 11g and 11b wireless networks. Make
your selection depending on the type of wireless network that you
have.

Security Type For Security, you can select either No WEP, No WPA; WEP Only; or

WPA Only. If you select WEP or WPA, you will need to enter either
a Pass phrase or a Key on the next page.

Channel The radio channel used by the wireless router and its clients to
communicate with each other. This channel must be the same on
the Wireless 54Mbps ADSL Router and all of its wireless clients.

The Wireless 54Mbps ADSL Router will automatically assign itself
a radio channel, or you may select one manually.

Click NEXT to continue.

4. Enter your Parameter Settings

Select the country of your Internet Service Provider (ISP) and the
name or type of your ISP. This will automatically configure the
Wireless 54Mbps ADSL Router with the correct Protocol,
Encapsulation and VPI/VCI settings for your ISP.

U.S.Robotics’

1. Getting Started

5. Parameter Settings

Please select the settings for your Network Provider/Intemnet Provider,

Country —Select Cauntry—
Internet Service Provider —SelectI3P— v

5. Parameter Settings Protocol

6. Confirm

If your Country or Internet Service Provider is not listed, you will need
to manually enter the settings. Go to “Parameter Setting - Country or
ISP Not Listed” in this manual for more information. (It appears later
in this document.)

If your ISP uses PPPoA or PPPoE, then you will need to enter the
username, password and DNS Server address supplied by your ISP.

If your ISP uses 1483 Routing, then you will need to enter the IP

11
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address, Subnet Mask, Default Gateway and DNS Server address
supplied by your ISP.

. Note: By default 192.168.2.1 is set for the DNS Server address,
this needs to be changed to reflect your ISP’s DNS Server
address.

Click NEXT to continue to the Confirm settings page.

Parameter Setting - Country or ISP Not Listed

12

If your Country or Internet Service Provider is not listed in the
dropdown menu, select Other. This will allow you to manually
configure your ISP settings.

For manual configuration you will need to know the Protocol, DNS
Server, Encapsulation, and VPI/VCI settings used by your ISP. If you
have a Static IP address you will also need to know the IP address,
Subnet Mask, and Gateway address. Please contact your ISP for
these details if you do not already have them.

After selecting Other you will be required to select the Protocol your
ISP uses from the Internet Service Provider dropdown list.

U.SRobotics’

1. Getting Started 5. Parameter Settings

2. Passwors d
Please select the settings far yaur Metwark Provider/Intemet Provider.
3. Channel and SSID
Country Others ~
4. St it
EEEEE U Internet Service Provider Unknown ISP v
5. Parameter Settings Protacel

Management IP Address 192.168.2.1
6. Gonfirm
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ISP uses Bridging - Parameter Setting
Enter the Bridging settings provided by your ISP.

U.SRobotics
2 Gy Sieried) 5. Parameter Settings
2. Password Please select the settings for your Network Provider/Internet Provider,
3. Channel and SSID
) Country Others v
. Security Internet Service Provider ISP uses Bridging v
5. Parameter Settings Protocal Bridging
Management 1P Address 19216821
6. Confirm
VRL/YCT 8 735
Encapsulation YCMUR v
Parameter Description
Management IP Address Enter the IP address provided by your ISP. (Default:
192.168.2.1)
VPI/VCI Enter the Virtual Path Identifier (VPI) and Virtual
Circuit Identifier (VCI) supplied by your ISP.
Encapsulation Select the encapsulation used by ISP from the

dropdown list.

Click NEXT to continue to the Confirm settings page.

13



ConFIGURING THE WIRELESS 54MBspPs ADSL RouTer

ISP uses 1483 Bridging-DHCP - Parameter Setting
Enter the Bridging settings provided by your ISP.

U.SRobotics®
o (I ] 5. Parameter Settings
Zaasssend Please select the settings far your Network Pravider/Intemet Pravider,
3. Channel and SSID
. Country Others v
. Security Intermet Service Provider ISP uses 1483Bridging-DHCP ~
5. Parameter Settings Protocol 1483 Bridging - DHCP
o Conti DNS Server
s sontm YPI/VCI 8 PE3
Encapsulation VCMUKX v
Parameter Description
DNS Server Enter the Domain Name Server address.
VPI/VCI Enter the Virtual Path Identifier (VPI) and Virtual
Circuit Identifier (VCI) supplied by your ISP.
Encapsulation Select the encapsulation used by ISP from the

dropdown list.

Click NEXT to continue to the Confirm settings page (see “s. Confirm
your settings” later in this document).

14
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ISP uses 1483 Bridging-Fixed IP - Parameter Setting

Enter the bridging settings provided by your ISP.

U.S.Robotics®
1. Getting Started 5. Parameter Settings
Ba RG] Please select the settings for your Netwark Provider/Intermet Provider,
3. channel and SSID
Country Others v
RaSecuiity Internet Service Provider 5P uses 1483Bridging-FilP v
5. Parameter Settings Protocol 1483 Bridging - Fix IP
i 1P Address
£ Ganfirm Subnet Mask
Default Gateway 0.0.0.0
DNS Server
VPI/YCT & 735
Encapsulation VCMUX v
Parameter Description
IP Address Enter the IP address provided by your ISP.
Subnet Mask Enter the subnet mask address provided by your ISP.
Default Gateway Enter the gateway address provided by your ISP.
DNS Server Enter the Domain Name Server address.
VPI/VCI Enter the Virtual Path Identifier (VPI) and Virtual
Circuit Identifier (VCI) supplied by your ISP.
Encapsulation Select the encapsulation used by ISP from the

dropdown list.

Click NEXT to continue to the Confirm settings page (see “s. Confirm
your settings” later in this document).

15
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ISP uses PPPoE - Parameter Setting

Enter the PPPoE (Point-to-Point Protocol over Ethernet) settings
provided by your ISP.

U.SRobotics
1. Getting Started 5. Parameter Settings
& (Pesered Please select the settings for your Network Provider/Intemet Provider
3. channel and SSID
) Country Others v
- Security Intermst Service Provider ISP uses PPPE v
5.Parameter Settings Protocal PPPOE
a VRI/YCL 8 435
O Gonfirm Encapsulation VCMUX ©
Username
Password
Confirm Password
Parameter Description
VPI/VCI Enter the Virtual Path Identifier (VPI) and Virtual
Circuit Identifier (VCI) supplied by your ISP.
Encapsulation Select the encapsulation used by ISP from the
dropdown list.
Username Enter the ISP assigned user name.
Password Enter your password.
Confirm Password Confirm your password.

Click NEXT to continue to the Confirm settings page (see “5. Confirm
your settings” later in this document).

16
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ISP uses PPPoA - Parameter Setting

Enter the PPPoA (Point-to-Point Protocol over ATM) settings provided
by your ISP.

U.S.Robotics

1. Getting Started 5. Parameter Settings

2. Password
Please select the settings for your Netwark Provider/Internet Provider.

3. Channel and SSID
Country Others v
4. 8 it
SEDsj Intemat Service Provider 5P uses PPFoA v

5. Parameter Settings protocol PEPOA

) VPIAVCT ] ES
o Gonfirm Encapsulation VE MUK v
Password
Confirm Password
Parameter Description
VPI/VCI Enter the Virtual Path Identifier (VPI) and Virtual
Circuit Identifier (VCI) supplied by your ISP.
Encapsulation Select the encapsulation used by ISP from the
dropdown list.
Username Enter the ISP assigned user name.
Password Enter your password.
Confirm Password Confirm your password.

Click NEXT to continue to the Confirm settings page (see “5. Confirm
your settings” later in this document).

17
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ISP uses 1483 Routing - Parameter Setting
Enter the RFC1483 Routing settings provided by your ISP.

U.S.Robotics*
L. Getting Started 5. Parameter Settings
2. Password Please select the settings for your Network Provider/Internet Provider
3. Ghannel and SSID
: Country Others v
4. Security Intermet Service Provider ISP uses 1483Routing -
5. Parameter Settings Protocol 1483 Routing
5. Gonfi 1P Address
- com Subnet Mask
Default Gateway 0.000
DNS Server
WRIL/VCT 8 T
Encapsulation VO MUK v
Parameter Description
IP Address Enter the IP address provided by your ISP.
Subnet Mask Enter the subnet mask address provided by your ISP.
Default Gateway Enter the gateway address provided by your ISP.
DNS Server Enter the Domain Name Server address.
VPI/VCI Enter the Virtual Path Identifier (VPI) and Virtual
Circuit Identifier (VCI) supplied by your ISP.
Encapsulation Select the encapsulation used by ISP from the

dropdown list.

Click NEXT to continue to the Confirm settings page (see “5. Confirm
your settings”).
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5. Confirm your settings

The Confirm page shows a summary of the configuration parameters.
Make sure the parameters for ADSL operation mode (WAN), Network
Layer Parameters (WAN), DHCP, and/or ISP parameters are correct
(see the following example).

U.SRobotics

1. Getting Started 4. Confirm
2o Vou have supplied the following configuration parameters
2. Channel and SSID
4. Security = ADSL Operation Mode (WAN):
5P
5. Parameter Settings Protocal 1483 Bridging - DHCP
WAL/ VT 0/35
6. Gonfirm AALS Encapsulation Lc
= Network Layer Parameters (WAN):
DNS Server 0.0.0.0
= DHCP Parameters:
Function Enable
Default Gateway 192.168.2.1
Subnet Mask 255.255.255.0
Name Server 1 192.168.2.1
Name Server 2 0.0.00
Start 1P Address 192.168.2.2
MNumber of IP 253
Parameter Description
ADSL Operation Mode
(WAN)
ISP The type of ISP you have selected.
Protocol Indicates the protocol used.
VPI/VCI Virtual Path Identifier (VPI) and Virtual Circuit Identifier

AALs5 Encapsulation

Network Layer
Parameters (WAN)

IP Address
Subnet Mask
Default Gateway

(van.

Shows the packet encapsulation type. See the “WAN”
section later in this chapter for more information on
encapsulation.

WAN IP address.
WAN subnet mask.
WAN gateway.

19
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Parameter Description

DHCP Parameters

Function Shows the DHCP function is enabled or disabled.

Default Gateway LAN IP address of the Wireless 54Mbps ADSL Router.

Subnet Mask The network subnet mask.

Name Server 1 Primary DNS server IP address.

Name Server 2 Alternate DNS server IP address.

Start IP Address Start IP address of DHCP pool of assigned IP addresses.

Number of IP Number of IP addresses available for assignment by the
DHCP server.

If all the information is correct, click NEXT to complete the Setup
Wizard. You should now have Internet access. If any of the
information is not correct, click BACK to get to the appropriate
screen, modify the information, and then continue the configuration.

The information you supplied will be saved and the main screen of
the Web User Interface will appear.

If at any time you want to validate your Internet settings, click Status.

Advanced Setup

20

Click Home in the upper right-hand corner. The left-hand side of the
page displays the main menu and the right-hand side shows
descriptive information.
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U.SRobotics’

» SETUP WIZARD

SYSTEM
WAN The router supports advanced functions like Stateful Packet Inspection, hacker attack detection, content filtering,
access control, virtual DMZ hosts, virtual servers, and client fitering.

Advanced Setup

LAN
WIRELESS
NAT
ROUTING
FIREWALL
SNMP

we recommend that you keep the default settings

upnp
ADSL
DDNS
TOOLS
STATUS

The following table describes the main menu items on the advanced
Web User Interface.

Menu Description

SYSTEM Sets the local time zone, the password for administrator access, and
the IP address of a PC or notebook that will be allowed to manage the
Wireless 54Mbps ADSL Router remotely.

WAN Specifies the Internet connection settings.

LAN Sets the TCP/IP configuration for the Wireless 54Mbps ADSL Router
LAN interface and DHCP clients.

WIRELESS Configures the radio frequency, SSID, and security for wireless
communications.

NAT Configures Address Mapping, virtual server and special applications.
ROUTING Sets the routing parameters and displays the current routing table.

FIREWALL Configures a variety of security and specialized functions including:
Access Control, URL blocking, Internet access control scheduling,
intruder detection, and DMZ.

SNMP Community string and trap server settings.

UPnP With Universal Plug and Play, a device can automatically join a
network, obtain an IP address, communicate its capabilities, and learn
about the presence and capabilities of other devices. Devices can then
directly communicate with each other. This further enables peer-to-
peer networking.

QoS Allows you to optimize network quality by prioritizing data traffic.
ADSL Sets the ADSL operation type and shows the ADSL status.

21
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Menu Description

DDNS Dynamic DNS provides users on the Internet with a method to tie their
domain name to a computer or server.

TOOLS Contains options to backup & restore the current configuration, restore
all configuration settings to the factory defaults, update system
firmware, or reset the system.

STATUS Provides WAN connection type and status, firmware and hardware
version numbers, system IP settings, as well as DHCP, NAT, and firewall
information. Displays the number of attached clients, the firmware
versions, the physical MAC address for each media interface, and the
hardware version and serial number. Shows the security and DHCP

System

22

client log.

N .
Time Settings
U.S.Robotics®
» SETUP WIZARD ) .
Time Settings
SYSTEM
» Time Settings Set Time Zone:
» Password Settings Use this setting to insurs the time-based client filtering feature and system log entries are based on the correct
» Remote Management localized time.
3 DS (GMT-08:00)Pacific Time (US & Canads), Tijuana v
WAN
e Canfigure Time Server (NTP):
WIRELESS You can automatically maintain the system time on your ADSL router by synchronizing with a public time server over
NAT the Internst,
ROUTING
FIREWALL Enable Automatic Time Server Maintenance
SNMP: When you enable this option you will need to configure two different time servers, use the options below to set the
upnpP primary and secondary NTP servers in your area
ADSL
Primary Server: | 132.1634.102- North America
TooLs
STATUS Secondary Server: | 1925.41.41 - Noth America,
HELF | [ SAVE SETTINGS CANCEL

For accurate timing of log entries and system events, you need to set
the time zone. Select your time zone from the dropdown list.

If you want to automatically synchronize the Wireless 54Mbps ADSL
Router with a public time server, check the box to Enable Automatic
Time Server Maintenance. Configure two different time servers by
selecting a Primary Server and a Secondary Server.
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Password Settings

Use this page to change the password for accessing the Web User
Interface of the Wireless 54Mbps ADSL Router.

U.S.Robotics

» SETUP WIZARD .
Password Settings
SYSTEM

P —— Set a password to restrict management access to the router,

» Password Settings

o Current Password ; .
» Remate Management tdie Time out; 10 | Min

(1dle Time =0 : NO Time Out)
» DNS

WAN

LAN » Re-Enter Password for Verification:
WIRELESS

NAT

ROUTING

o Mew Password

Passwords can contain from 3~12 alphanumeric characters and are
case-sensitive.

. Note: If you lost the password, or you cannot gain access to the
Web User Interface, press in and hold the reset button on the

rear panel for at least five seconds to restore the factory defaults. By

default, there is no password to log in to the Web User Interface.

Enter a maximum Idle Time Out (in minutes) to define a maximum
period of time for which the login session is maintained during
inactivity. If the connection is inactive for longer than the maximum
idle time, it will perform a system logout and you will have to log in
again to access the Web User Interface. The default is 10 minutes.

Remote Management

By default, management access is only available to users on your
local network. However, you can also manage the Wireless 54Mbps
ADSL Router from a remote host by entering the IP address of a
remote computer on this screen. Select the Enabled checkbox, enter

23
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the IP address of the Host Address, and click SAVE SETTINGS.

U.SRobotics’

» SETUP WIZARD
8YSTEM

Remote Management

Set the remote management of the router, If you want to manage the router from a remate location (outside of the

I S Iocal network), you must also specify the 1P address of the remote PC.

» Password Settings

» Remate Management.

Host Address Enabled
» DNS 0 o Jo i m]
WAN
WIRELESS

. Note: If you select Enable and specify an IP address of 0.0.0.0,
any remote host can manage the Wireless 54Mbps ADSL

Router.

For remote management via WAN IP address, you need to connect

using port 8080. Simply enter WAN IP address followed by :8080, for

example, 212.120.68.20:8080.

DNS

Domain Name Servers (DNS) are used to map a domain name

(e.g., www.somesite.com) with the IP address

(e.g., 123.123.123.123). Your ISP should provide the IP address of one
or more Domain Name Servers. Enter those addresses on this page
and click SAVE SETTINGS.

U.S.Robotics’

»» SETUP WIZARD
SYSTEM

DNS

A Domain Name Server (DNS) is an index of IP addresses and web addresses. If you type a Web address into your
browser, such as www.usr.com, 3 DNS server will find that name in its index and find the matching IP address:

» Password Settings i, Most 15Ps provide a DNS server for speed and convenience. Since your Service Provider may
connect to the Internet with dynamic 1P settings, it is likely that the DNS server IP's are also provided dynamically.
However, i there is 3 DNS server that you would rather use, you need to specify the IP address here.

» Time Settings

» Remote Management.

» DNS
WAN
Domain Name Server (DNS) Address |0 0 o o
LAN
WIRELESS Secandary DNS Address (optional) |0 0 ] ]
NAT
ROUTING
FIREWALL
SNMP. HELP | [ SAVE SETTINGS CANCEL
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WAN
Specify the WAN connection parameters provided by your Internet
Service Provider (ISP).
The Wireless 54Mbps ADSL Router can be connected to your ISP in
one of the following ways:
e ATMPVC
e (lone MAC
ATM PVC
Enter the ATM (Asynchronous Transfer Mode) virtual connection
parameters here.
U.S.Robotics’

» SETUP WIZARD ATM PVC

BHSUEN ADSL router uses ATM as its layer 2 protocol. ATM PYC is a virtual connection which acts as a WaN interface. The

WAN Gateway supports up to 8 ATM PYCs,

» ATM PYC

> D0 [T A Description VRIAVCT Encapsulation Frotocol

vC1 0/35 LLC PPPoE

LAN

WIRELESS ﬁ :;:

NAT Q o

ROUTING ves -

FIREWALL vea o

SNMP voT -/~

uPnp jiel:} /-

ADSL

TOOLS
Parameter Description
Description Click on the VC to set the values for the connection.
VPI/VCI Virtual Path Identifier (VPI) and Virtual Circuit Identifier

(van.

25
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Parameter Description

Encapsulation Specifies how to handle multiple protocols at the ATM
transport layer.

e VC-MUX: Point-to-Point Protocol over ATM Virtual
Circuit Multiplexer (null encapsulation) allows
only one protocol running per virtual circuit with
less overhead.

e LLC: Point-to-Point Protocol over ATM Logical Link
Control (LLC) allows multiple protocols running
over one virtual circuit (using slightly more
overhead).

Protocol Protocol used for the connection.

Clone MAC Address

Some ISPs require you to register your MAC address with them. If this
is the case, the MAC address of the Wireless 54Mbps ADSL Router
must be changed to the MAC address that you have registered with
your ISP.

U.S.Robotics®

» SETUP WIZARD | Clone MAC Address
SYSTEM
Some ISPs require you to register your MAC address with them. If you have dane this, the MAC address of the Gateway
WAN must be changed ta the MAC address that you supplied ta your ISP,
» ATM PVC
» Clone MAC Address
LAN @ Use the Gateway's default MAC address D0:C0:49:F2:C4:4D

= WAN Interface MAC Address:

WIRELESS
NAT
ROUTING
FIREWALL

O Use this PC's MAC address 00:C0:49:5C:D7:72

O Enter a new MAC address manually
o0 [:fco [:fas |:sc |:[D7 |: 72




LAN

ADVANCED SETUP

Use the LAN menu to configure the LAN IP address and to enable the
DHCP server for dynamic client address allocation.

U.SRobotics’

» SETUP WIZARD LAN Settings

8YSTEM

AN e e oF ratame e b st e o Sciase for e ol ety o1 fnetons Based

LAN

WIRELESS LAN IP

NAT

REUTINE 1P Address 192 | 168 |, 2 |1

FIREWALL IP Subnet Mask 255.255.255. |0

GNP DHCP Server G Enabled O Disabled

UPHP

ADSL DHCP Server

TOOLS

STATUS DHCP Sewver 1D

Lease Time |TwoDays v
IP Address Pool
Start 1p 192 | [168 | 2 L[z
End 1P 192 | 168 | 2 NET)
Domain Name
Parameter Description
LAN IP

IP Address The IP address of the Wireless 54Mbps ADSL Router.

IP Subnet Mask  The subnet mask of the network.

DHCP Server The Wireless 54Mbps ADSL Router comes with the DHCP
function. Enable this function to dynamically assign an IP address
to client PCs.

DHCP Server
DHCP Server ID  Specify the DHCP Server ID.
Lease Time Set the IP lease time. For home networks this may be set to

Forever, which means there is no time limit on the IP address
lease.

27
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Parameter Description

IP Address Pool

Start IP Address  Specify the start IP address of the DHCP pool. Do not include the
gateway address of the Wireless 54Mbps ADSL Router in the
client address pool. If you change the pool range, make sure the
first three octets match the gateway’s IP address, i.e.,
192.168.2.XXX.

End IP Address Specify the end IP address of the DHCP pool.

Domain Name If your network uses a domain name, enter it here. Otherwise,
leave this field blank.

. Note: Remember to configure your client PCs for dynamic
address allocation.

Wireless

28

The Wireless 54Mbps ADSL Router also operates as a wireless access
point, allowing wireless computers to communicate with each other.
To configure this function, you need to enable the wireless function,
define the radio channel, the domain identifier, and the security
options. Select Enable and click SAVE SETTINGS.

U.S.Robotics

» SETUP WIZARD . .
Wireless Settings

SYSTEM

pr— The gateway can be quickly configured as an wireless access point far roaming clients by setting the service set
identifier (SSID) and channel number. It also supports data encryption and client filtering,

LAN

WIRELESS Ensbls or disable Wirsless moduls function :  @Enabls  ODisable

» Channel and SSID

» Access Control

SAVE SETTINGS

» Security
WEP
WPA
802.1%

nNAT

Channel and SSID

You must specify a common radio channel and SSID (Service Set ID)
to be used by the Wireless 54Mbps ADSL Router and all of its
wireless clients. Be sure you configure all of the clients to the same
values.
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U.S.Robotics®

» SETUP WIZARD
SYSTEM

LAN
WIRELESS
» Channel and 5510
» Aocess Control
» Security
WEP
wea
802.1%
NAT
ROUTING

ETOEWAL

Channel and SSID

This page allows you to define SSID and Channel 1D for wireless connection. In the wireless environment, the router
WAN can also act as an wireless access point. These parameters are used for the mobile stations to connect to this access
paint

ESSID WLAN
ESSID Broadcast @ ENABLE O DISABLE
wireless Mode | Miced (11h+11g) v

Channel | Auto v

Parameter

Description

ESSID

ESSID Broadcast
Wireless Mode

Channel

Extended Service Set ID. The ESSID must be the same on the
Wireless 54Mbps ADSL Router and all of its wireless clients.

Enable or disable the broadcasting of the SSID.

This device supports both 11g and 11b wireless networks. Make
your selection depending on the type of wireless network that
you have.

The radio channel used by the wireless router and its clients to
communicate with each other. This channel must be the same on
the Wireless 54Mbps ADSL Router and all of its wireless clients.

The Wireless 54Mbps ADSL Router will automatically assign itself
aradio channel, or you may select one manually.

Access Control

The MAC Filtering feature of the Wireless 54Mbps ADSL Router allows
you to control access to your network for up to 32 clients based on
the MAC (Media Access Control) address of the client machine. This
ID is unique to each network adapter. If the MAC address is listed in
the table, then the access right of the client machine is controlled by

the Access Rule.
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U.S.Robotics®
»» SETUP WIZARD WLAN MAC Filtering Table
SNSTIER] For a more secure Wireless network you can specify that only certain Wireless PCs can connect to the Access Point. Up
WAN to 32 MAC addresses can be added to the MAC Filtering Table. When enabled, all registered MAC addresses are
controlled by the Access Rule
LAN
WIRELESS s Enable MAC Filtering :  OYes @No
» Channel and 551D
s Access Rule for registered MAC address : O allow & Deny
» Access Control
» Security « MAG Filtering Table (up to 32 stations)
WEP
WP D MAC address
802.1% 1 00 [:foo Jifoo [ileo oo :joo
NAT 2 o0 :fon il [:loo [iloo : o0
ROUTING 3 o0 |0 :foo |:fon |i oo | o0
FIREWALL 4 o0 Jafoo Jifoo Jiloo Jiloo |:fo
SIMP 5 00 00 00 00 00 00
upnp
6 00 00 00 00 00 00
ADSL
7 00 00 00 00 00 00
ToOLS
STATUS 8 00 00 00 00 00 00
] 00 00 00 00 00 00
v
£ 00 [[00 [:{00 |:{00 |: (00 |:(00
r Add currently associated MAC stafions ]

Security

To make your wireless network safe, you should turn on the security
function. The Wireless 54Mbps ADSL Router supports WEP (Wired
Equivalent Privacy), WPA (Wi-Fi Protected Access), and 802.1x
security mechanisms.

» SETUP WIZARD

Security

SYSTEM

WAN The router can transmit your data securely over the wireless network, Matching security mechanisms must be setup
on your router and wireless client devices. You can choose the allowed security mechanisms in this page and

LAN configure them in the sub-pages.

WIRELESS

allowed Client Type: | NoWEP. No'WPA v
» Channel and SSID P

» Access Control

» Security
WEP
wea
802.1%
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WEP

If you use WEP to protect your wireless network, you need to set the
same parameters for the Wireless 54Mbps ADSL Router and all your
wireless clients.

U.S.Robotics*
» SETUP WIZARD
WEP
SYSTEM
WAN WEP is the basic mechanism to transmit your data securely over the wireless network. Matching encryption keys
must be setup om your router and wireless client devices to use WEP.
LAN
WIRELESS WEP Mode () 64-hit O 128-bit
P ElReTTE! 2 S Key Entry Method ~ @Hex Qascn
» Access Control
Key Provisioning @ static O Dynamic

» Security

WEP

alial Static WEP Key Setting

802.1%
NAT 10/26 hex digits for 64-WER/128-WER
ROUTING
e —T Default Key ID 1 v
SR Passphrase (] (2
e characters)
ADSL Key 1 (0101010101
TEELS Key 2 0202020202
STATUS

Key 3 0303030303
Key 4 0404040404
HELP SAVE SETTINGS CANCEL

Parameter Description
WEP Mode Select 64 bit or 128 bit key to use for encryption.

Key Entry Method  Select Hex or ASCII code for encryption key generation.

Key Provisioning Select Static if there is only one fixed key for encryption. If you
want to select Dynamic, you would need to enable 802.1x
function first.
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Static WEP Key Setting

10/26 hex digits for 64-WEP/128-WEP

Default Key 1D |1~
Passphrass | (-2

charactars)

Key 1 [0101010101

Key 2 [0202020202

Key 3 |0303030303

Key 4 [0404040404

Clear

You may automatically generate encryption keys or manually enter

the keys. To generate the key automatically with passphrase, select
Passphrase and then enter a string of characters. Select the default
key from the dropdown menu. Click SAVE SETTINGS.

. Note: The passphrase can consist of up to 32 alphanumeric
characters.

To manually configure the encryption key, enter five hexadecimal
pairs of digits for each 64-bit key, or enter 13 pairs for the single 128-
bit key. A hexadecimal digit is a number or letter in the range 0-9 or
A-F.

WEP protects data transmitted between wireless nodes but does not
protect any transmissions over your wired network or over the
Internet.
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Wi-Fi Protected Access (WPA) combines temporal key integrity
protocol (TKIP) and 802.1x mechanisms. It provides dynamic key
encryption and 802.1x authentication service.

U.S.Robotics

» SETUP WIZARD

» Channel and 551D
» Access Control

» Security

WPA
SYSTEM
P WP is 3 security enhancement that strongly increases the level of data protection and access control for eisting
wireless L4N, Matching authentication and encryption methods must be setup on your router and wireless client
LAN devices to use WPA.
WIRELESS

Cypher suite | TKIP v
Authentication (802,1% @ Pre-shared Key

Pro-shared key type ©Passphrase (8~63 characters)  OHex (64

WEP digits)
WPA
a02.1% Pre-shared Key esesssee
NAT @ Per 86400 Seconds
ROUTING Group Key Re_Keying () pgr 1000 K Packets
FIREWALL O Disable
SNMP
uPHP HELP SAVE SETTINGS CANCEL
Parameter Description

Cypher suite
Authentication

Pre-shared key type
Pre-shared Key
Group Key Re-Keying

The security mechanism used in WPA for encryption.

Choose 802.1X or Pre-shared Key to use as the authentication
method.

® 802.1X: for the enterprise network with a RADIUS server.

e Pre-shared key: for the Small Office/Home Office (SOHO)
network environment without an authentication server.

Select the key type to be used in the Pre-shared Key.
Type in the key here.

The period of renewing broadcast/multicast key.
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802.1X

If 802.1x is used in your network, then you should enable this
function for the Wireless 54Mbps ADSL Router. These parameters are
used for the Wireless 54Mbps ADSL Router to connect to the
authentication server.

U.S.Robotics®
» SETUP WIZARD 802.1X
SYSTEM
This page allows you to set the 802.1%, a method for performing authentication to wireless connection. These
WAN parameters are used for this access point to connect to the Authentication Server.
LAN
WIRELESS 802.1X Authentication OEnable () Disable
» Channel and SSID
Session Idle Timeout 300 Seconds ( O for na timeout checking )

» Access Control
» Security Re-Authentication Period 3600 Seconds ( 0 for no re-authentication )

WEP

t P d |60

o Quist Periol Secends after authentication failed

802.1x Server Type | RADIUS
NAT
ROQUTING RADIUS Server Parameters
FIREWALL
SNMP server1p [132 | [168 | |2 1
uPnP Server Port 1812
ADSL

Secrat Key
TOOLS
STATUS Nas-1D
Parameter Description
802.1X Enable or disable this authentication function.

Authentication

Session Idle timeout Defines a maximum period of time for which the connection is
maintained during inactivity.

Re-Authentication  Defines a maximum period of time for which the authentication

Period server will dynamically re-assign a session key to a connected
client.
Quiet Period Defines a maximum period of time for which the Wireless 54Mbps

ADSL Router will wait between failed authentications.

Server Type RADIUS authentication server.

RADIUS Server Parameters

Server IP The IP address of your authentication server.

Server Port The port used for the authentication service.

Secret Key The secret key shared between the authentication server and its
clients.

NAS-ID Defines the request identifier of the Network Access Server.
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Network Address Translation allows multiple users to access the
Internet, while sharing only one public IP.

U.S.Robotics

SETUP WIZARD .
o NAT Settings

SYSTEM

WAN Netwark address Translation (MAT) allows multiple users at your local site to access the Internet through a single
public 1P address or multiple public 1P addresses, NAT can 2lso prevent hacker attacks by mapping local addresses to

LAN public addresses for key services such as the web or FTP

WIRELESS

T Enable or disable NAT module function @Enable  ODisable

» Address Mapping

» Virtual Server
» Special Application

» NAT Mapping Table

DanTING

Address Mapping

Allows one or more public IP addresses to be shared by multiple
internal users. This also hides the internal network for increased
privacy and security. Enter the Public IP address that you wish to
share into the Global IP field. In the from field, enter a range of
internal IPs that will share the global IP.

U.S.Robotics®

s SETUP WIZARD .
Address Mapping

SYSTEM
WAN Network Address Translation (NAT) allows IP addresses used in a private local network to be mapped to one or more
addresses used in the public, global Internet. This feature limits the number of public IP addresses required from the
LAN 15P and also maintains the privacy and security of the local network. We allow one or more than one public IP
WIRELESS address to be mapped to 3 pool of local addresses.
NAT Address Mapping
» Address Mapping
1. Global 1p: 0 A ALl L0 is transformed as multiple virtual IPs
» Virtual Server
» Spedial Application from 192.168.2.[0 to192.168.2. 0
19 DT (eI Tt 2. Global 1:[0 ] 0 0 is transformed as multiple virtual 1Ps
ROUTING
0 0
IRECUALL from 192,168.2, t0192.168.2,
SNMP 3. Global 1p: 0 a i 0 is transfarmed as multiple virtual IPs
uPnp
from 192.168.2.[0 to192.168.2,0
ADSL
TooLs 4. Global 1p: 0 i} 0 0 is transformed as multiple wirtual IPs
STATUS from 192.168.2.|0 to192.188.2,0
5. Global 1p: 0 A ALl L0 is transformed as multiple virtual IPs
from 192.168.2.[0 t0192.168.2.0 ~
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Virtual Server

If you configure the Wireless 54Mbps ADSL Router as a virtual server,
remote users accessing services such as the Internet or FTP at your
local site via public IP addresses can be automatically redirected to
local servers with private IP addresses. In other words, depending on
the requested service (TCP/UDP port number), the Wireless 54Mbps
ADSL Router redirects the external service request to the appropriate
server (located at another internal IP address).

U.S.Robotics

» SETUP WIZARD .
Virtual Server

SYSTEM

o~ You can configure the router as a virtual server so that remote users accessing services such as the Web or
FTP at your local site via public 1P addresses can be automatically redirected to lacal servers configured with

LAN private IP addresses. In other words, depending on the requested service (TCP/UDP port number), the router

WIRELESS redirects the external service request to the appropriate server (located at another internal 1 address). This
tool can support both port ranges, multiple ports, and combinations of the two.

NAT
For example:

» Address Mapping "

» Virtual Server o Port Ranges: ex. 100-150

'» Sl AnslfEsion o Multiple Forts: ex. 25,110,580

 Combination: ex. 25-100,80
1 NAT Mapping Table

ROUTING

CTRECUALL Na. LAN TP Address  Pratosol Type e fubie Enable
SNMP 1 192.168.2 TCP v O
upnp 2 192.168.2 TCP v O
ADSL 3 192,168.2, TCR g O
TooLs 4 192.168.2 TCP v O
STATUS 5 192.168.2. TCP v O

6 192.168.2 TCP v O

7 192,168.2, TCcP g O

For example, if you set Type/Public Port to TCP/80 (HTTP or Web) and
the Private IP/Port to 192.168.2.2/80, then all HTTP requests from
outside users will be transferred to 192.168.2.2 on port 8o. Therefore,
by just entering the IP address provided by the ISP, Internet users can
access the service they need at the local address to which you
redirect them.

A list of ports is maintained at the following link:
http://www.iana.org/assignments/port-numbers
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Special Applications

#ITCP

Some applications require multiple POl — 0
connections, such as Internet gaming, — c
video-conferencing, and Internet oo
telephony. These applications may not Perur SFpehEE
work when Network Address Translation

- select one

- select one -~

(NAT) is enabled. If you need to run applications that require multiple
connections, use these pages to specify the additional public ports to
be opened for each application.

U.S.Robotics’
2 SRR RAZZD Special Applications
SYSTEM
Some applications require multiple connections, such as Internet gaming, video conferencing, Internet telephony an
I Itipl h d i leph d
AR others. These applications cannot wark when Netwark Address Translation (NAT) is enabled, If you need to run
LAN applications that require multiple comnections, specify the port normally associated with an application in the *Trigger
Port" field, select the protocal type as TCP or UDP, then enter the public ports associated with the trigger port to
WIRELESS open them for inbound traffic.
NAT Nate: The range of the Trigger Ports is fram 1 to 65535,
» Address Mapping Trigger Port 11398 Public Port Public Enabled
Type Type
» Virtual Server
©Tcp ®T1CP
» Spesial Application i
Ouoe Oupp m
» NAT Mapping Table
ROUTING 2 @©TCP ®T1CP O
Ouoe Oupp
FIREWALL
SNMP 3 @Tep @Tcp O
Ouoe Oupp
uPhp
ADSL & @©TCP ®T1CP O
Ouoe Oupp
TooLs
STATUS 5 @©TCP ®T1CP O
Ouoe Oupp
®TcP ®Tcp
&
Ouop Oupp o
®TcP ®Tcp
7
Ouop Oupp o
®TcP ®Tcp
e
Ouop Oupp o
®TcP ®Tcp
a
Ouop Oupp o
®TcP ®Tcp
10
Ouop Oupp o
Popular applications | —selectone— v corvTo | v
HELP | [ SAVESETTINGS CANCEL
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NAT Mapping Table

This page displays the current NAPT (Network Address Port
Translation) address mappings.

U.S.Robotics

» SETUP WIZARD | NAT Mapping Table

SYSTEM NAT Mapping Table displays the current NAPT address mappings.

WAN

LAN Index Protocol Local IR Local Port  Pseudo IP Pseudo Port  Peer I[P Peer Port

WIRELESS

AT e

» address Mapping

» Virtual Server
% Spedial Application
1 NAT Mapping Table

Routing

38

These pages define routing related parameters, including static
routes and RIP (Routing Information Protocol) parameters.

Static Route
Click Add to add a new static route to the list.

U.S.Robotics®
» SETUP WIZARD ' Static Route Parameter
EYEIER Please Enter the Following Configuration Parameters:
WAN
LAN Index  Network Address  Subnet Mask Gateway Configure
Mo Valid Static Route Entry 111
WIRELESS
NAT
ROUTE
e Fiete] [ saveseriGs ] [oeal]
» RIP
» Routing Table
ETDEMAL

Parameter Description

Network Address Enterthe IP address of the remote computer for which to set
a static route.
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Parameter Description

Subnet Mask Enter the subnet mask of the remote network for which to
set a static route.

Gateway Enter the WAN IP address of the gateway to the remote
network.

Click SAVE SETTINGS to save the configuration.

RIP

RIP (Routing Information Protocol) sends routing-update messages at
regular intervals and when the network topology changes. When a
router receives a routing update that includes changes to an entry, it
updates its routing table to reflect the new route. RIP routers
maintain only the best route to a destination. After updating its
routing table, the router immediately begins transmitting routing
updates to inform other network routers of the change.

U.S.Robotics

» SETUP WIZARD = RIP Parameter
SYSTEM
WAN

Please Enter the following Configuration Parameters:

LAN = General RIP parameter:
RELEE RIP Mode: @Disable O Enable
T Auto Summary. @Disable O Enable

= Table of current interface RIP parameter:
ROUTE

» RIP
Lan | Disable v Disable v| [Nane

» Routing Table

FIREWALL ATML | Disable v | Disable ¥ |None v\
0D ATM2 [ Disable v [Disable v| [None v
UEaD ATM3 [ Disable v/ [Disable v| [None v
ADSL ATM4 | Disakle v [Disable ¥| [Nane ]
TooLs ATMs [ Disable v [Disable v| [None v
STATUS ATMSE [ Disable v [Disable v| [None v

ATM? [ Disalle v [Disale v| [None ]
ATMS [ Disable v| [Disable v| [None v
PPPOEL |Disafile v [Disable v| [None v
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Parameter Description

General RIP Parameters
RIP mode Globally enables or disables RIP.

Auto summary If Auto summary is disabled, then RIP packets will
include sub-network information from all sub-
networks connected to the router. If enabled, this
sub-network information will be summarized to one
piece of information covering all sub-networks.

Table of current Interface RIP parameter
Interface The WAN interface to be configured.
Operation Mode Disable: RIP disabled on this interface.
Enable: RIP enabled on this interface.

Silent: Listens for route broadcasts and updates its
route table. It does not participate in sending route

broadcasts.
Version Sets the RIP version to use on this interface.
Poison Reverse A method for preventing loops that would cause

endless retransmission of data traffic.
Authentication Required e None: No authentication.

e  Password: A password authentication key is
included in the packet. If this does not match
what is expected, the packet will be discarded.
This method provides very little security as it is
possible to learn the authentication key by
watching RIP packets.

Authentication Code Password Authentication key.

Routing Table

U.S.Robotics’

» SETUP WIZARD Routing Table

SYSTEM List Routing Table

WAN
LAN [Flags|[etwork address || netmask |[sateway [interface] Metric!
C 192.168.2.0 255.255.255.0 Di tl LAN -
WIRELESS recty
C 127.0.0.1 255.255.255.255 Directly Loopback —---
NAT Flags i C - directly connected, S - static, R - RIP, 1 - ICMP Redirect
ROUTE
» Static Route HELP

» RIP

» Rauting Table

FTREWAL |
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Parameter Description

Flags Indicates the route status:
C = Direct connection on the same subnet.
S = Static route.
R = RIP (Routing Information Protocol) assigned route.
| = ICMP (Internet Control Message Protocol) Redirect route.

Network Destination IP address.
Address
Netmask The subnetwork associated with the destination.

This is a template that identifies the address bits in the destination
address used for routing to specific subnets. Each bit that corresponds
to a “1” is part of the subnet mask number; each bit that corresponds to
“0” is part of the host number.

Gateway The IP address of the router at the next hop to which frames are
forwarded.

Interface The local interface through which the next hop of this route is reached.

Metric When a router receives a routing update that contains a new or changed

destination network entry, the router adds 1to the metric value indicated
in the update and enters the network in the routing table.

Firewall

The Wireless 54Mbps ADSL Router’s firewall inspects packets at the
application layer, maintains TCP and UDP session information,
including time-outs and the number of active sessions, and provides
the ability to detect and prevent certain types of network attacks.

U.S.Robotics®

SETUP WIZARD . . .
» Security Settings (Firewall)

O The Device provides extensive firswall protection by restricting connection parameters to limit the risk of hacker
attack, and defending against a wide array of common attacks, However, for applications that require unrestricted
LAN access to the Internet, you can configure 3 specific client/server as a demilitarized zone (DMZ)

Enable or disable Firewall features OEnable @ Disable

FIREWALL SAVE SETTINGS

Network attacks that deny access to a network device are called
Denial-of-Service (DoS) attacks. DoS attacks are aimed at devices
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and networks with a connection to the Internet. Their goal is not to
steal information, but to disable a device or network so users no
longer have access to network resources.

The Wireless 54Mbps ADSL Router firewall function protects against
the following DoS attacks: IP Spoofing, Land Attack, Ping of Death, IP
with zero length, Smurf Attack, UDP port loopback, Snork Attack, TCP
null scan, and TCP SYN flooding.

The firewall does not significantly affect system performance, so we
advise leaving it enabled to protect your network. Select Enable and
click SAVE SETTINGS to open the Firewall submenus.

Access Control

Access Control allows users to define the outgoing traffic permitted
or not permitted through the WAN interface. The default is to permit
all outgoing traffic.

U.SRobotics’

» SETUP WIZARD | Access Control

EHSIEN access Control allows users ta define the traffic type permitted or not-permitted to WAN port service. This page
WAN includes IP address filtering and MAC address filtering,

LAN

WIRELESS

NAT

ROUTING

« Enable Filtering Function:  ®@vez O Mo

« Normal Filtering Table (up to 10 computers)

[FURIEBTAHL Client pC Client PC 1P Schedule
i client Service Configure

P ] Description Address Rule
15 NRE (e N valid Filtering Rule 11t
» URL Blocking

Add PC
» Schedule Rule =
» Intrusion Detection HELF | [ SAVE SETTINGS CANCEL

» DMZ

The following items are on the Access Control screen:

Parameter Description

Enable Filtering Function Click Yes to turn on the filtering function.

Normal Filtering Table Displays the IP address (or an IP address range) filtering
table.
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To add the PC to the filtering table:
1. Click Add PC on the Access Control screen.

2. Define the appropriate settings for client PC services.

3. Click OK and then click SAVE SETTINGS to save your settings.
Access Control Add PC
This page allows users to define service limitations of client PCs, including IP address,
service type and scheduling rule criteria. For the URL blocking function, you need to
configure the URL address first on the "URL Blocking Site" page. For the scheduling
function, you also need to configure the schedule rule first on the "Schedule Rule”
page

« Client PC Description:
e Client PC IP Address: 192.168.2 -

 Client PC Service:

Service Name Detail Description Blocking
WWW HTTP, TCP Fort 80, 3128, 6000, 8001, 8080 r
Wy with URL Blocking HTTP (Ref. URL Blocking Site Page) r
E-mail Sending SMTR, TCP Port 25 r
News Forums NNTP, TCP Fort 119 r
E-mail Receiving POP3, TCR Port 110 r
Secure HTTP HTTPS, TCP Port 443 r
File Transfer FTR, TCF Fort 21 r
Telnet Service TCP Port 23 r

MAC Filter

The Wireless 54Mbps ADSL Router can also limit the network access
based on the MAC address. The MAC Filtering Table allows the
Wireless 54Mbps ADSL Router to enter up to 32 MAC addresses that
are allowed access to the WAN port.
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U.SRobotics’

»» SETUP WIZARD MAC Filtering Table

SYSTEM This section helps provides MAC Filter configuration. When enabled, anly MAC addresses canfigured will have access to
WAN your netwark, All other client devices wil get denied access, This security feature can support up to 32 devices and
LAN applies to clients.

WIRELESS s MAC Address Control:  Oves @& ho

NAT

ROUTING + MAC Filtering Table (up to 32 computers)

FIREWALL

» Access Cantrol D MAC Address

3 MAC Filter E

» URL Blocking 2

» Schedule Ruls 3

» Intrusion Detection 4

» DMz 5

SNMP 6

UPRP =

ADSL .

TOOLS .

STATUS

Click Yes to enable or No to disable this function.
Enter the MAC address in the space provided.

You can also select a client in the DHCP Client List and select the line
to which you want to copy the information.

ae

DHCP client List: | ip=1321682.2 name-fight0f5a3e?? v _coprto | [1

URL Blocking

The Wireless 54Mbps ADSL Router allows the user to block access to
Web sites by entering either a full URL address or just a keyword.
This feature can be used to protect children from accessing violent or
pornographic Web sites.
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U.S.Robotics:

5 SETUP WIZARD URL Blocking

SYSTEM Disallowed Web Sites and Keywords.

WAN

LAN Vou can block access ta certain Web sites from a particular PC by entering either a full URL address or just a keyward
of the weh site

WIRELESS

NAT To specify the particular PC, go back to the "Access Control' page and check the box for "Http with URL Blocking'in the
"Normal Filtering Table".

ROUTING

FIREWALL Rule Number URL / Keyward Rule Number URL / Keyward

Site 1 Site 16
» Access Control

3 URL Blocking stes [ ] ewess [ ]
» Schedule Rule ste4+ || &ew [
» Intrusion Detection stes | | &2 [

o - 1 - - 1 L

You can define up to 30 sites here.

Schedule Rule

You may filter Internet access for local clients based on rules. Each
access control rule may be activated at a scheduled time. Define the
time schedule on this page and apply the rule on the Access Control

page.

U.S.Robotics

» SETUP WIZARD Schedule Rule

SYSTEM
This page defines scheduls rule names and activates the schedule for use in the "Access Control’ page.

WAN
Y + Schedule Rule Table (up to 10 rules)
WIRELESS

Rule Name Rule Comment Configure
NAT :

No Valid Schedule Rule

ROUTING
FIREWALL Add Schedule Rule

» Access Control
» MAC Filter
» URL Blocking

# Schedule Rule
» Intrusion Detection

» DMZ
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Follow these steps to add a schedule rule:
1. Click Add Schedule Rule.

2. Define the appropriate settings for a schedule rule (as shown in
this example).

3. Click OK and then click SAVE SETTINGS to save your settings.

Edit Schedule Rule ]
Nam
Commen t
Activate Time Period
wekoy | SmTm s
Every Day ; ;
Sunday : :
Monday . .
Tuesday ; ;
Wednesday . .
Thursday . .
Friday : : =

Intrusion Detection

Stateful Packet Inspection (SPI) and Anti-DoS firewall protection
(Default: Enabled) — The Intrusion Detection Feature of the Wireless
54Mbps ADSL Router limits access for incoming traffic at the WAN
port. When the SPI feature is turned on, all incoming packets will be
blocked except for those types marked in the Stateful Packet
Inspection section.

RIP Defect (Default: Disabled) — If an RIP request packet is not
acknowledged by the router, it will stay in the input queue and not be
released. Accumulated packets could cause the input queue to fill,
causing severe problems for all protocols. Enabling this feature
prevents the packets from accumulating.

Discard Ping to WAN (Default: Disabled) — Prevent a ping on the
Wireless 54Mbps ADSL Router’s WAN port from being routed to the
network.
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Intrusion Detection

when the SPI (Stateful Packet Inspection) firewall feature is enabled, all packets can be blocked. Stateful Packet
Inspection (SP1) allows full support of different application types that are using dynamic port numbers. For the
applications checked in the list below, the Device will support full operation as initisted from the local LAN.

The Device firswall can block common hacker attacks, including 1P Spoofing, Land Attack, Ping of Death, 1P with zero
length, Smurf attack, UDP port loophack, Snork attack, TCP null scan, and TCP SYM flonding.

« Intrusion Detection Feature L

SPI and Anti-DoS firewall protection

RIP defect

Discard Ping To WAN O

« Stateful Packet Inspection

Packet Fragmentation

SNMP TCP Connection
U UDP Session
GCED FTP Service
TOOLS
TS H.323 Service
TFTP Service a8
Scroll down to view more information.

« when hackers attempt to enter your network, we can alert you by e-mail 8

Your E-mail Address | |

SMTP Server Address ;|

FOP3 Server Address i ]

User name :| ]

password :| |

« Connection Policy

Fragmentation half-open wait: secs

TCR SYN wait ssc 5
TCP FIN wait: sec.

TCP connection idle timeaut: sec

UDP session idle timeout: sec.
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180 3
> GETUP WIEZARD H.323 data channel idle timeout sec
SYSTEM  DoS Detect Criteria:
WAN
: 300

A Total incomplete TCP/UDP sessions HIGH session
WIRELESS

Total incomplete TCP/UDP sessions LOw: 250 session
NAT
ROUTING Incomplete TCP/UDP sessions (per min) HIGH; |250 session
FIREWALL
e Incomplete TCP/UDP sessions (per min) LOW: |200 session
» MAC Filter

Maximum incomplete TCF/UDP sessions number from same host: 10
» URL Blacking
» Schecule Rule Incomplete TCP/UDP sessians detect sensitive time period: | 300 msec.
» Intrusion Detection
5 DMZ Maximum half-open fragmentation packet number from same host: |30
SNMP

Half-open fragmentation detect sensitive time period; (10000 msec,
upPnp
ADSL Flooding cracker block time: 300 sec
TOOLS
STATUS HELP SAVE SETTINGS CANCEL

v

e Stateful Packet Inspection

This is called a “stateful” packet inspection because it examines the
contents of the packet to determine the state of the communications;
i.e., it ensures that the stated destination computer has previously
requested the current communication. This is a way of ensuring that
all communications are initiated by the recipient computer and are
taking place only with sources that are known and trusted from
previous interactions. In addition to being more rigorous in their
inspection of packets, stateful inspection firewalls also close off ports
until connection to the specific port is requested.

When particular types of traffic are checked, only the particular type
of traffic initiated from the internal LAN will be allowed. For example,
if the user only selects FTP Service in the Stateful Packet Inspection
section, all incoming traffic will be blocked except for FTP
connections initiated from the local LAN.

Stateful Packet Inspection allows you to select different application
types that are using dynamic port numbers. If you wish to use the
Stateful Packet Inspection (SPI) to block packets, select Yes in the
Enable SPI and Anti-DoS firewall protection field and then select the



ADVANCED SETUP

inspection type that you need, such as Packet Fragmentation, TCP
Connection, UDP Session, FTP Service, H.323 Service, or TFTP
Service.

e When hackers attempt to enter your network, we can alert you by
e-mail

If the mail server needs to authenticate your identification before
sending out any e-mail, please fill in the necessary information in the
POP3 server, username and password fields. Otherwise leave the
three fields blank.

e Connection Policy

Enter the appropriate values for TCP/UDP sessions as described in
the following table:

Parameter Defaults Description
Fragmentation half- 10 sec Configures the number of seconds that a packet
open wait state structure remains active. When the timeout

value expires, the router drops the unassembled
packet, freeing that structure for use by another

packet.

TCP SYN wait 30 sec Defines how long the software will wait for a TCP
session to synchronize before dropping the
session.

TCP FIN wait 5 Sec Specifies how long a TCP session will be

maintained after the firewall detects a FIN packet.
TCP connectionidle 3600sec The length of time for which a TCP session will be

timeout (1 hour) managed if there is no activity.
UDP session idle 30 sec The length of time for which a UDP session will be
timeout managed if there is no activity.

H.323 data channel 180 sec The length of time for which an H.323 session will
idle timeout be managed if there is no activity.
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e DoS Detect Criteria

Set up DoS detect and port scan criteria in the spaces provided.

Parameter Defaults Description

Total incomplete 300 Defines the rate of new unestablished sessions
TCP/UDP sessions sessions  that will cause the software to startdeleting half-
HIGH open sessions.

Total incomplete 250 Defines the rate of new unestablished sessions
TCP/UDP sessions sessions  that will cause the software to stop deleting half-
LOW open sessions.

Incomplete TCP/UDP 250 Maximum number of allowed incomplete
sessions (per min) sessions  TCP/UDP sessions per minute.

HIGH

Incomplete TCP/UDP 200 Minimum number of allowed incomplete
sessions (per min) sessions  TCP/UDP sessions per minute.

LOW

Maximum incomplete 10 Maximum number of incomplete TCP/UDP
TCP/UDP sessions sessions from the same host.

number from same

host

Incomplete TCP/UDP 300 Length of time before an incomplete TCP/UDP
sessions detect msec session is detected as incomplete.

sensitive time period

Maximum half-open 30 Maximum number of half-open fragmentation
fragmentation packet packets from the same host.

number from same

host

Half-open 10000 Length of time before a half-open fragmentation
fragmentation detect msec session is detected as half-open.

sensitive time period

Flooding cracker block 300 sec Length of time from detecting a flood attack to

time

blocking the attack.

. Note: The firewall does not significantly affect system
performance, so we advise enabling the prevention features to
protect your network.

DMZ

If you have a client PC that cannot run an Internet application
properly from behind the firewall, you can open the client up to
unrestricted two-way Internet access. Enter the IP address of a DMZ
(Demilitarized Zone) host on this screen. Adding a client to the DMZ
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may expose your local network to a variety of security risks, so be
careful when using this option.

U.S.Robotics

» SETUP WIZARD DMZ(Demilitarized Zone)

SYSTEM If you have a local client PC that cannot run an Internet application properly from behind the NAT firewall, then you
WAN can apen the client up to unrestricted two-way Internet access by defining a Yirtual DMZ Hast,
LAN Enable DMZ:  Qves @ Mo
WIRELESS
NAT Multiple PCs can be exposed to the Internet for two-way communications e.g. Internet gaming, video conferencing, or
VPN connections, To use the DM2, you must set a static IP address for that PC,
ROUTING
FIREWALL Public IP Address Client PC IP Address
» Access Control 1. 0000 152.165.2[0
3 MAC Filter 2. |0 0 0 Al 192.168.2.|0
» URL Blocking 5 o i 0 i 102.168.2)0
» Schedule Rule
4 |0 0 0 Al 192.166.2.|0
» Intrusion Detection
o B 5.0 0 i 0 192.168.2./0
SNMP 6. |0 0 0 0 192.168.2.0
upPnp 7 o 0 0o | 192.168.2/0
ADSL 8 [0 0 0 [i] 192.168.2.0
TooLs
STATUS

() (e sees) (oeeL)

SNMP

Use the SNMP configuration screen to display and modify
parameters for the Simple Network Management Protocol (SNMP).

Community

A computer attached to the network, called a Network Management
Station (NMS), can be used to access this information. Access rights
to the agent are controlled by community strings. To communicate
with the Wireless 54Mbps ADSL Router, the NMS must first submit a
valid community string for authentication.
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U.S.Robotics’
» SETUP WIZARD .
SNMP Community
SYSTEM
WAN In the context of SMMP, a relationship between an agent and a set of SNMP managers defines security
characteristics, The community concept is a lacal one, defined at the agent, The agent establishes ane community
LAN for each desired combination of authentication, access control, and prosy characteristics. Each community is given a
unigue (within this agent) community name, and the management stations within that community are provided with
UHIRELESS and must employ the community name in all get operations. The agent may establish a number af cammunities, with
NAT overlapping management station membershig,
ROUTING
No. Community Access  Walid
FIREWALL
s 1 |public Read v
» Community 2 |private Wiite | v
» Trap 3 Resd | [
uPnP
ADSL 4 Read v| [J
TooLs 5 Read v| [
STATUS
Parameter Description
Community A community name authorized for management access.
Access Management access is restricted to Read Only (Read) or
Read/Write (Write).
Valid Enables/disables the entry.

. Note: Up to five community names may be entered.

Trap

Specify the IP address of the NMS to notify when a significant event
is detected by the agent. When a trap condition occurs, the SNMP
agent sends an SNMP trap message to any NMS specified as a trap

receiver.
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U.S.Robotics
s SETUP WIZARD
SNMP Trap
SYSTEM
WAN In the context of SNMP, an unsolicited message can be sent by an agent to management station. The purpose is to
notify the management station of some unusual event
LAN
WIRELESS No. 1P Address Community Version
NAT 1 i o i Disabled v
ROUTING
2 0 0 ] Disabled v
FIREWALL
SNMP ERD] Jo o [0 Disabled ¥
D EEmmEy s 0 0 ] Disabled v
» Trap
T s 0 0 o Discbled v
ADSL
TOOLS
STATUS HELP | [ SAVE SETTINGS CANCEL

Parameter Description

IP Address  Traps are sent to this address when errors or specific events occur on
the network.

Community A community string (password) specified for trap management. Enter a
word, something other than public or private, to prevent unauthorized
individuals from accessing information on your system.

Version Sets the trap status to disabled, or enabled with V1 or Vac.

The vac protocol was proposed in late 1995 and includes enhancements
to v1 that are universally accepted. These include a get-bulk command
to reduce network management traffic when retrieving a sequence of
MIB variables, and a more elaborate set of error codes for improved
reporting to a Network Management Station.

53



ConFIGURING THE WIRELESS 54MBspPs ADSL RouTer

UPnP

Select Enable to activate the Universal Plug and Play function of the
router. This function allows the device to:

e dynamically join a network

e automatically obtain an IP address

U.S.Robotics

SYSTEM
WAN UBnP(Universal Plug and Play) Setting

(LA The Universal Plug and Play architecture offers pervasive peer-to-peer network connectivity of PCs of all form factors, inteligent
WIRELESS appliances, and wireless devices. UPnP enables seamless promimity network in addition to control and data transfer among
NAT networked devices in the home, office and everywhere in berween

ROUTING
FIREWALL
SNMP
ven (Fe) (ohveseres ) (o)
ADSL

TOOLS

STATUS

TUPtP @Enable  ODisable

ADSL

54

ADSL (Asymmetric Digital Subscriber Line) is designed to deliver
more bandwidth downstream (from the central office to the customer
site) than upstream. This section is used to configure the ADSL
operation type and shows the ADSL status.

U.S.Robotics’
» SETUP WIZARD | ADSL Parameter
SYSTEM This page allows you to specify the ADSL standards to operate with. You may explicitly set a specific standard, or
WAN choose "Automatic” to automatically negotiate with remote DSLAM,
LAN
Opsration Mode:
WIRELESS Autarmatic
NAT
ROUTING
(PHRERIALL G A925 (ADSL2+
SNMP
upPnpP
ADSL
» Parameters
4 Status
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Parameter Description

Operation Mode e Automatic
e T1.413issue 2
e G.992.1(G.DMT)
e G.992.2 (G.Lite)
* (G.992.3 (ADSL2)
*  (G.992.5 (ADSL2+)

This page is designed for the engineer to test the ADSL loop
condition. Therefore, it is advised that users should not change the
settings here at all.

Status

The Status screen displays information on connection line status,
data rate, operation data and defect indication, and statistics.

U.SRobotics:

» SETUP WIZARD Monitoring Index:

SYSTEM
= ADSL Status Information:
WAN s Status
LAN * Data Rate Information
o Defect/Failure Indication
WIRELESS Defect/Failure Indication
e Statistics
NAT —
ROUTING = Status
FIREWALL
Line Status QUIETL
SNMP
Link Type --- Interleaved Path
upnp oo To
ADSL
= Data Rate:

» Parameters
Actual Data Rate

» Status =
Upstream 0 (Kbps.)
TOOLS
Dawnstream 0 (Kbps.)
STATUS 6o Topl
atin:
0de
Attenuation 0 db

Fast Path FEC Caorrection

0
Interleaved Path FEC Correction 1
Fast Path CRC Error o
Interlzaved Path CRC Error 0
Loss of Signal Defect o
Fast Path HEC Error STR 0
Interleaved Path HEC Error 0

+ [Go Top]

= Statistics
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The following items are included on the ADSL status page:

Parameter Description
Status
Line Status Shows the current status of the ADSL line connection.
Link Type Two types of link: Fast path and Interleaved path.
Data Rate
Upstream Maximum upstream data rate.
Downstream Maximum downstream data rate.

Operation Data/Defect Indication

Noise Margin
Attenuation

Fast Path FEC
Correction

Interleaved Path
FEC Correction

Fast Path CRC Error

Interleaved Path
CRC Error

Loss of Signal
Defect

Fast Path HEC Error

Interleaved Path
HEC Error

Statistics

Received cells

Transmitted cells

Maximum upstream and downstream noise margin.

Maximum reduction in the strength of the upstream and
downstream signal.

There are two latency paths that may be used: fast and
interleaved. For either path, a forward error correction (FEC)
scheme is employed to ensure higher data integrity. For
maximum noise immunity, an interleaver may be used to
supplement FEC.

An interleaver is basically a buffer used to introduce a delay,
allowing for additional error correction techniques to handle
noise. Interleaving slows the data flow and may not be optimal
for real-time signals such as video transmission.

The number of Fast Path Cyclic Redundancy Check errors.

The number of Interleaved Path Cyclic Redundancy Check
errors.

Momentary signal discontinuities.

Fast Path Header Error Concealment errors.

Interleaved Path Header Error Concealment errors.

(Superframes represent the highest level of data presentation.
Each superframe contains regular ADSL frames, one of which is
used to provide superframe synchronization, identifying the
start of a superframe. Some of the remaining frames are also
used for special functions.)

Number of cells received.

Number of cells transmitted.
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DDNS

Dynamic DNS (DDNS) provides users on the Internet with a way to tie
their domain name to a computer or server. By enabling this, your
domain name will be linked to your IP address so that if your IP
address changes, your DNS records will be automatically updated
with the new location without any effort on your part. (This is done by
a DDNS provider.)

U.S.Robotics®

SETUP WIZARD . -
” DDNS (Dynamic DNS) Settings

SYSTEM
WAN Dynamic DMS provides users on the Intemet a method to tie their domain name(s) to computers or servers. DDNS

allows your domain name to follow your IP address automatically by having your DNS records changed when your 1P
LAN address changes

WIRELESS

NAT Dynamic DNS (O Enable © Disable
ROUTING
FIREWALL
SNMP

Provider | DynDNS.arg ¥

Damain Name

uPnp Account / E-mail
ADSL
DDNS
TOOLS
STATUS

Passward / Key

If you enable this feature, you will need to select a DDNS provider
and enter the site’s Domain Name, your account or e-mail address,
and your password or key. When finished, click SAVE SETTINGS.

Tools

Use the Tools menu to back up the current configuration, restore a
previously saved configuration, restore factory settings, update
firmware, and reset the Wireless 54Mbps ADSL Router.

Configuration Tools
Select a function and click Next.
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U.S.Robotics’

» SETUP WIZARD " .
Configuration Tools

SYSTEM
WAN Use the "Backup” tool to save the router's current configuration to a file named backup.bin' on your PC. Vou can

then use the "Restore" tool to restore the saved configuration to the router. Alternatively, you can use the "Restare
LAN ta Factory Defaults” tool to force the router to perform a power reset and restore the original factory settings.
WIRELESS

® Backup Router Configuration
(ST ORestore from saved Configuration file (backup.bin)
ROUTING O PRestore router to Factory Defaults
FIREWALL
Next>>

o
upPnp
ADSL
TooLs

» Configuration Toals
» Firmware Ungrade

» Reset

Backup allows you to save the Wireless 54Mbps ADSL Router’s
configuration to a file. Restore can be used to restore the saved
backup configuration file. Restore to Factory Defaults resets the
Wireless 54Mbps ADSL Router to the original settings.

You will be asked to confirm your decision.

Firmware Upgrade

Use the Firmware Upgrade screen to update the firmware or Web
User Interface to the latest versions. Download the upgrade file, and
save it to your hard drive. Click Browse to look for the downloaded
file and then click BEGIN UPGRADE. Check the Status page
Information section to confirm that the upgrade process was
successful.
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U.SRobotics’

»» SETUP WIZARD Firmware Upgrade

SNSTIER] This tool allows you to upgrade the router firmware Using a file provided by us. You can download the latest firmware
WAN from https//www,usr,com

LA Enter the path and name, or browse to the location, of the upgrade file then click the 4PPLY button. Vou will be
WIRELESS prompted to confirm the upgrade to complets the procsss.

NAT

ROUTING Firmware File

FIREWALL

SN FELP | [ BEGIN UPGRADE CANCEL
uPnP

ADSL

TooLs

» Configuration Tools

» Firmware Upgrade
» Reset

eTaTie

Reset

US.Robotics’

» SETUP WIZARD

Reset
SYSTEM
WAN In the ewent that the system stops responding correctly or in some way stops functioning, you can perform a
reset, Your settings will not be changed. To perform the reset, click on the APPLY buttor below, You will be
LAN asked to confirm your decision. The reset will be complste when the power light stops blinking
WIRELESS

ROUTING
FIREWALL
SNMP

uPnpP

ADSL

TOOLS

» Configuration Tools
# Firmware Upgrade

» Reset

eTaTR

Click REBOOT ROUTER to reset the Wireless 54Mbps ADSL Router.
If you perform a reset from this page, the configurations will not be
changed back to the factory default settings.

. Note: If you press the Reset button on the rear panel for one to

two seconds, the Wireless 54Mbps ADSL Router will perform a
power reset. Press the button for over five seconds and the factory
default settings will be restored.
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Status

The Status page displays WAN/LAN connection status, firmware, and
hardware version numbers, and illegal attempts to access your
network, as well as information on DHCP clients connected to your
network. The security log may be saved to a file by clicking Save and
choosing a location.
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» SETUP WIZARD
SYSTEM
WAN

LAN
WIRELESS
NAT
ROUTING
FIREWALL
SNMP
uUPnpP
ADSL
TOOLS
STATUS

LAN
WIRELESS
NAT
ROUTING
FIREWALL
SNMP
uPnp
ADSL
ToOoLs
STATUS

Status

You can use the Status screen to see the connection status for the router's WAN/LAN interfaces, firmware and
hardware version numbers, any ilegal attempts to access your network, as well as infarmation on all DHCP client
PCs currently connected to your network

Current Time: 08/06/2003 02:59:25 am

INTERNET
ADSL:  Physical Down

GATEWAY
IP Address: 192.168.2.1
Subnet Mask: 255.255.255.0
DHCP Server: Enabled
Firewall: Disabled

UPnP: Enabled

Wireless: Enabled

INFORMATION
Numbers of DHCP Clients: 4
Runtime Code Yersion

0.40 (May & 2005 16:45:41)
Boot Code Yersion: 0.65
ADSL Madem Code Version:
03.02.06,004
LAN MAC Address: 00-CO-49-F2-Cd-4C
Wireless MAC Address: 00-CO-49-F2-
Cé-4E
WAN MAC Address: D0-CO-49-F2-C4-
4D

Hardware Yersion: 01
Serial Num: 1519001806

ATM PVC

ATM PVC

wPL/vCT
Encapsulation
Protocol

1P Address
Subnet Mask
Gateway
Primary DNS
Secondary DNS

Disconnect

Disabled
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WAN

LAN
WIRELESS
NAT
ROUTING
FIREWALL
SNMP
UPnP
ADSL
TOOLS
STATUS

Disabled

Security Log

view any attempts that have been made to gain access

to your network,

08/08/2003
08/06/2003
08/05/2003
08/05/2003
08/05/2003
08/05/2003
08/05/2003
08/05/2003
08/05/2003
<

01:25:33 192.168.2.2 loA
01:13:41 sending ACK to
23:51:00 192.168.2.2 lo
22:55:40 sending ACK to
22:85:40 sending OFFER
22:53:38 192.168.2.2 lo
21:02:20 sending ACK to
21:02:19 sending OFFER
01:12:59 sending ACK tov
>

DHCP Client Log

ADVANCED SETUP

view information on LAN DHCP clients currently linked to

the router,

1p=192.168.2.2
ip=192.168.2.4
1p=192.168.2.5
ip=192.168.2.100

MAZ=00-C0-49-5C-D7
mac=00-11-85-1C-ES
MAC=00-0E-35-50-31

wac=00-C0-49-A6-

The following items are included on the Status page:

Parameter Description
INTERNET Displays WAN connection type and status.
GATEWAY Displays system IP settings, as well as DHCP Server and Firewall
status.
INFORMATION Displays the number of attached clients, the firmware versions,
the physical MAC address for each media interface and for the
Wireless 54Mbps ADSL Router, as well as the hardware version
and serial number.
ATM PVC Displays ATM connection type and status.
Disconnect Click on this button to disconnect from the ATM connection.
Connect Click on this button to establish a connection to the ATM

Security Log
Save
Clear
Refresh

DHCP Client Log

connection.
Displays illegal attempts to access your network.
Click on this button to save the security log file.
Click on this button to delete the access log.
Click on this button to refresh the screen.

Displays information on DHCP clients on your network.
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APPENDIX A
TROUBLESHOOTING

This section describes common problems you may encounter and
possible solutions to them. The ADSL Router can be easily monitored
through panel indicators to identify problems.

The Power LED is not illuminated.

Possible Solution

Check connections between the ADSL Router, the external power
supply, and the wall outlet.

Possible Solution

If the power indicator does not turn on when the power cord is
plugged in, you may have a problem with the power outlet, power
cord, or external power supply. However, if the unit powers off after
running for a while, check for loose power connections, power losses,
or surges at the power outlet.

If you still cannot isolate the problem, then the external power supply
may be defective. In this case, contact Technical Support for
assistance.

The Link LED is not illuminated.

Possible Solution

Verify that the ADSL Router and attached device are powered on.
Be sure the cable is plugged into both the ADSL Router and the
corresponding device.

Possible Solution
Verify that the proper cable type is used and that its length does not
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exceed the specified limits.

Possible Solution
Be sure that the network interface on the attached device is
configured for the proper communication speed and duplex mode.

Possible Solution
Check the adapter on the attached device and cable connections for
possible defects. Replace any defective adapter or cable if necessary.

I cannot ping the ADSL Router from the attached LAN.

Possible Solution

Verify that the IP addresses are properly configured. For most
applications, you should use the ADSL Router’s DHCP function to
dynamically assign IP addresses to hosts on the attached LAN.

However, if you manually configure IP addresses on the LAN, verify
that the same network address (network component of the IP
address) and subnet mask are used for both the ADSL Router and any
attached LAN devices.

Possible Solution
Be sure the device you want to ping (or from which you are pinging)
has been configured for TCP/IP.

| cannot connect to the Internet.

Possible Solution

Be sure you have configured the ADSL Router with the correct DSL
connection information that was supplied by your ISP.

Possible Solution

Make sure that the power cord and all the Ethernet cables are
connected correctly. This includes the cables connecting the Wireless
54Mbps DSL Router and all the computers.
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Possible Solution
Check the network cabling between the computer and the ADSL
Router.

| forgot or lost the password for the Wireless 54Mbps ADSL Router.
Possible Solution

Press the Reset button on the rear panel for at least five seconds to
restore the factory defaults.

A wireless client cannot associate with the ADSL Router.

Possible Solution

Make sure the wireless client has the same SSID settings as the ADSL
Router.

Possible Solution
You need to have the same security settings on the clients and the
ADSL Router.

The ADSL Router cannot be detected by a wireless client.

Possible Solution

The distance between the ADSL Router and wireless PC may be too
great. Make sure the wireless client has the same SSID and security
settings as the ADSL Router.

| cannot access the router’s Web User Interface.

Possible Solution:

Make sure that the power cord and all the Ethernet cables are con-
nected correctly. This includes the cables connecting the Wireless
54Mbps DSL Router and all the computers.

Possible Solution:
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Make sure that your computer is using an IP address that is within
the default range of 192.168.2.xxx. Make sure the address of the sub-
net mask is 255.255.255.0. The Default Gateway should be the IP
address of the Wireless 54Mbps DSL Router, which is 192.168.2.1.

Possible Solution:

You need to verify the connection setting of your Web browser and
that the HTTP Proxy feature of your Web browser is disabled. You
need to do this so that your Web browser can read the configuration
pages inside your Wireless 54Mbps DSL Router. Launch your Web
browser.

Internet Explorer users: Click Tools, Internet Options, and then the
Connections tab. Select Never dial a connection, click Apply, and
then click OK. Click Tools again, then click Internet Options. Click the
Connections tab, and click the LAN Settings button. Clear all the
check boxes and click OK. Click OK to close Internet Options.
Netscape Navigator users: Click Edit, Preferences, and then double-
click Advanced in the Category window. Click Proxies, select Direct
connection to the Internet, and then click OK. Click Edit again, then
click Preferences. Under Category, double-click Advanced, then click
Proxies. Select Direct connection to the Internet and click OK.

I am no longer able to access the Internet through the Wireless
54Mbps DSL Router.

Possible Solution:

Make sure that the power cord, the DSL cable, and the Ethernet cable
are all connected correctly.

Possible Solution:

Make sure that your computer is using an IP address that is within
the default range of 192.168.2.xxx. Make sure the address of the sub-
net mask is 255.255.255.0. The Default Gateway should be the IP
address of the Wireless 54Mbps DSL Router, which is 192.168.2.1. To
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verify all of these settings, perform the following steps:
Windows 95, 98, or Me Users: Click Windows Start and then
Run. Type winipcfg and click OK. Check the IP Address, Subnet
Mask, Default Gateway, and DNS server data to make sure they
are correct. If the information is not correct, click Release All and
then click Renew All.

Windows NT, 2000, or XP Users: Click Windows Start and then
Run. Type cmd and click OK. At the DOS prompt, type ipconfig
/all. Check the IP Address, Subnet Mask, Default Gateway, and
DNS server data to make sure they are correct. If the information
is not correct, type ipconfig /release and press ENTER. Then,
type ipconfig /renew and press ENTER.

My Web User Interface for the Wireless 54Mbps DSL Router is not
responding, but I can still access the Internet.

Possible Solution:

If your Web User Interface stops responding, unplug and then plug
back in the power supply of the Wireless 54Mbps DSL Router. This
will reboot the Wireless 54Mbps DSL Router. If you are still unable to
communicate with the router’s Web User Interface, use a paperclip to
press in and hold the RESET button for five seconds. This will reset
the Wireless 54Mbps DSL Router to the factory default settings. If
you applied any personal configuration settings, you will need to
make the changes again.

| am unable to connect to the wireless function of the Wireless
54Mbps DSL Router.

Possible Solution:

Be certain that you have each Wireless adapter is set to Infrastruc-
ture mode. If your 802.11g 54Mbps USB Adapter is set to Ad hoc
mode, you will not be able to use the wireless function. Refer to the
documentation that came with your wireless adapter to determine
how to change this setting.
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Note: Ad hoc mode is used for peer-to-peer network configurations.
Infrastructure mode is used for integrated wireless and wired LAN
configuration.

My computer does not recognise the wireless function of the Wire-
less 54Mbps DSL Router after | changed the settings.

Possible Solution:

Ensure that you are connecting to the correct Wireless 54Mbps DSL
Router by verifying the correct MAC address. Ensure that the correct
passphrase and encryption option is being used. If you changed the
settings in the configuration of the Wireless 54Mbps DSL Router, you
must also change the settings of every Wireless adapter attached to
this network. The settings of the Wireless adapters must match the
new settings of the Wireless 54Mbps DSL Router.

I cannot achieve 54 Mbps connections to the Wireless 54Mbps DSL
Router.

Possible Solution:

Make sure the wireless products you are using to connect to the
Wireless 54Mbps DSL Router support 54 Mbps speeds. 54 Mbps
wireless products must be used in order to connect to the Wireless
54Mbps DSL Router at a rate of 54 Mbps. Launch the router’s Web
User Interface and manually set the connection speed to 54 Mbps. If
you are using non-U.S. Robotics wireless products, you may need to
upgrade the firmware for those products in order to support 54 Mbps
connections.

Possible Solution:

Low connection speed or range can also be caused by environmental
interference. Try to move the product around to improve the link
quality. In addition, keep in mind that other factors such as lead
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based paint, concrete walls, and electronic items such as 2.4G
phones may affect your wireless range.

| plugged in the 802.11g 54Mbps USB Adapter but | do not see the
Configuration Utility icons.

Possible Solution:

If you installed the 802.11g 54Mbps USB Adapter without installing
the software and drivers first, you will not see the Configuration Util-
ity. If the Installation CD-ROM is in your CD-ROM drive, remove it.
Insert the Installation CD-ROM into your CD-ROM drive, select your
product, and then click Software. Click Wireless USB Adapter Utility
and Drivers. Follow the on-screen instructions to finish the installa-
tion procedure. If you are prompted, restart your computer.

Windows could not locate the drivers for the 802.118 54Mbps USB
Adapter.

Possible Solution:

The software must be installed before the 802.11g 54Mbps USB
Adapter is connected to your computer. Click Cancel on the Found
New Hardware Wizard screen, unplug the 802.11g 54Mbps USB
Adapter from your computer, and perform the Installation Procedure
again, making sure to install the software and drivers first.

| cannot connect to the Internet via a wireless connection with the
802.11g 54Mbps USB Adapter.

Possible Solution:

Check the Configuration Utility icon for the 802.11g 54Mbps USB
Adapter in the system tray to confirm the connection status. If you
are connected to your Wireless Router, the icon will be green or yel-
low. If the icon is red, open the Configuration Utility and scan the area
so that you can connect to the correct wireless network.

Possible Solution:
Try performing the ping procedure to make sure you can connect
with different areas of the wireless network and the internet. If at
any time during the ping procedure you do not receive a return
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message for a successful ping, this means that you cannot connect
to that IP address. After you have made the corrections, continue
with the ping procedure.

1Click Windows Start and then click Run. In the Run dialog box,
Windows 98 and Me users should type command and click OK.
Windows 2000 and XP users should type cmd and click OK.

2At the command prompt, type Ping 127.0.0.1 This is your local
host address and this will ensure that the TCP/IP protocol is
installed and functioning properly. If you cannot complete this
ping, reinstall the TCP/IP protocol on your computer. Refer to your
operating system’s documentation for instructions.

3Type Ping followed by your IP address. To determine your IP
address, refer to the previous Possible Solution. This will ensure
that your computer is responding to requests and that the 802.11g
54Mbps USB Adapter is properly installed. If you cannot complete
this ping, uninstall the 802.11g 54Mbps USB Adapter and repeat
the installation procedure.

4Type Ping followed by your gateway address to check the commu-
nication with your gateway. The default gateway address is the IP
address of your wireless router. Check your wireless router to ver-
ify this address. This will ensure that you can connect to the wire-
less network. If you cannot complete this ping, make sure your
wireless settings are correct and that the 802.11g 54Mbps USB
Adapter is fully inserted into a USB port on your computer.

5Type Ping followed by the outside Internet address that is pro-
vided by your ISP. This procedure will ensure that your wireless
network can connect to the Internet. If you cannot complete this
ping, verify your internet connection between your modem and
your wireless router or access point.

6Type Ping followed by your known DNS server address. This will
allow you to resolve valid Internet host names to IP addresses and
to verify that you can access the Internet.
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Security is enabled on my Wireless 54Mbps DSL Router and my
wireless client cannot connect.

Possible Solution:

The 802.11g 54Mbps USB Adapter supports 64 and 128 bit encryp-
tion. Verify that all of the security features you have entered for the
profile of your 802.11g 54Mbps USB Adapter match the settings for
your Wireless 54Mbps DSL Router. For more information about set-
ting up connection profiles and security features, refer to the Navi-
gating the Wireless Configuration Utility section of the User Guide on
the U.S. Robotics Installation CD-ROM.

Possible Solution:
If you created a Profile Setting, unplug the 802.11g 54Mbps USB
Adapter and then plug it back in.

The U.S. Robotics Installation CD-ROM did not automatically
launch when | inserted it into my CD-ROM drive.

Possible Solution:

Some programs may keep the autolaunch feature of the Installation
CD-ROM from beginning. Close any open applications and reinsert
the Installation CD-ROM. If your CD-ROM still does not automatically
launch, click Windows Start, Run, and type D:\setup (if your CD-ROM
drive uses a different letter, type that letter in place of “D”) and click
OK.

I accidentally clicked Cancel during the installation procedure of
the 802.11g 54Mbps USB Adapter.

Possible Solution:

Remove and reinsert the U.S. Robotics Installation CD-ROM into your
CD-ROM drive. Repeat the installation procedure of the software
before you install any hardware.
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My computer does not recognise the 802.118 54Mbps USB
Adapter.

Possible Solution:

The 802.11g 54Mbps USB Adapter may not be properly connected.
Make sure the 802.11g 54Mbps USB Adapter is fully inserted into
the USB port on your computer.

The 802.118 54Mbps USB Adapter does not work properly, and |
may need to uninstall the device.

Possible Solution:

Check to be certain the 802.11g 54Mbps USB Adapter is not in use
before removing it. The computer may lock up if the 802.11g
54Mbps USB Adapter is removed while in use. If the 802.11g
54Mbps USB Adapter is not functioning correctly, perform the fol-
lowing steps:

Windows XP Users: Click Windows Start, All Programs, 802.11g
Wireless USB Adapter Utility, and then Uninstall.

Windows 98, Me, and 2000 Users: Click Windows Start, Pro-
grams, 802.11g Wireless USB Adapter Utility, and then Unin-
stall.

| uninstalled the Configuration Utility and my computer doesn’t
detect the 802.11g 54Mbps USB Adapter when | attempt to rein-
stall the Configuration Utility.

Possible Solution:

If you uninstalled the Configuration Utility and then reinstalled it,
you will need to unplug and then plug back in the 802.11g 54Mbps
USB Adapter. Your computer will then detect the 802.11g 54Mbps
USB Adapter.
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When | perform a Site Survey, | cannot locate the wireless network
to which | want to connect.

Possible Solution:

If you do not see the correct wireless network, click Refresh.

If you still do not see the correct wireless network when you perform
a Site Survey, try creating a profile using the necessary connection
information for the appropriate wireless network, selecting the pro-
file, and then clicking Apply in the Configuration tab. Refer to the
“Navigating the Wireless Configuration Utility” section of the 802.11g
54Mbps USB Adapter User Guide on the Installation CD-ROM for
more information about creating a profile.

Additional Support

Note: The product number for the Wireless 54Mbps ADSL Router is
9110. The product number for the 802.11g 54Mbps USB Adapter is
5422. You can find your serial number on the label on each product
and on the side of the package. Write your serial number down. If you
ever need to call our Technical Support department, you will need
this number to receive assistance.

Model Number Serial Number

USR9110

USR5422
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1. Go to the Support section of the U.S. Robotics Web site at
http://www.usr.com/support/.

Many of the most common difficulties users experience have been

addressed in the FAQ and Troubleshooting Web pages for your spe-

cific product.
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2. Submit your technical support question using an online form at
http://www.usr.com/emailsupport/.
3. Call the U.S. Robotics Technical Support department.

Technical questions about U.S. Robotics products can also be

answered by technical support specialists.

Country Voice Online Support Hours
United States (888) 216-2850 http://www.usr.com/emailsupport 9:00 A.M. - 5:00 P.M., M-F CT
& Canada

Austria 07 110 900 116 http://www.usr.com/emailsupport/de 9:00-17:00, M-F

Belgium (Flemish)
Belgium (French)
Czech Republic

+32 (0)70 233 545
+32 (0)70 233 546

http://www.usr.com/emailsupport/ea
http://www.usr.com/emailsupport/ea
http://www.usr.com/emailsupport/cz

9:00-17:00, M-F
9:00-17:00, M-F

Denmark +45 7010 4030 http://www.usr.com/emailsupport/uk 9:00-17:00, M-F
Finland +358 98 171 0015 http://www.usr.com/emailsupport/ea 9:00-17:00, M-F
France 082 507 0693 http://www.usr.com/emailsupport/fr 9:00-17:00, M-F
Germany 01805671548 http://www.usr.com/emailsupport/de 9:00 -17:00, M-F
Hungary 01805671548 http://www.usr.com/emailsupport/hu 9:00-17:00, M-F
Ireland 1890-252-130 http://www.usr.com/emailsupport/uk 9:00-17:00, M-F
Italy 848 80 9903 http://www.usr.com/emailsupport/it 9:00-17:00, M-F
Luxembourg +352 342 080 8318  http://www.usr.com/emailsupport/bn 9:00 —17:00, M-F

Middle East/Africa
Netherlands

+44, 870 844 4546
0900 20 25 857

http://www.usr.com/emailsupport/me
http://www.usr.com/emailsupport/bn

9:00 —17:00, M-F
9:00 -17:00, M-F

Norway +47 23 50 0097 http://www.usr.com/emailsupport/ea 9:00-17:00, M-F
Poland http://www.usr.com/emailsupport/pl

Portugal +351(0)21 415 4034  http://www.usr.com/emailsupport/pt 9:00-17:00, M-F
Spain 902 117 964 http://www.usr.com/emailsupport/es 9:00 -17:00, M-F
Sweden +46 (0) 77 128 1020  http://www.usr.com/emailsupport/ea 9:00-17:00, M-F
Switzerland +0848 840 200 http://www.usr.com/emailsupport/de 9:00-17:00, M-F
Turkey http://www.usr.com/emailsupport/tk

UK 0870 844 4546 http://www.usr.com/emailsupport/uk 9:00 -17:00, M-F

For current support contact information, go to the following Web

site:

http://www.usr.com/support/.



APPENDIX B
SPECIFICATIONS

Physical Characteristics
Ports

One 10/100Mbps RJ-45 Port
One ADSL RJ-11

ADSL Features

Supports DMT line modulation

Supports Annex A Full-Rate ADSL: up to 8 Mbps downstream, up to
1 Mbps upstream (G.992.1 &T1.413, Issue 2)

Supports G.Lite ADSL: up to 1.5 Mbps downstream, up to 512 Kbps
upstream

Dying GASP support

ATM Features

RFC1483 Encapsulation (IP, Bridging and encapsulated routing)
PPP over ATM (LLC &VC multiplexing) (RFC2364)

Classical IP (RFC1577)

Traffic shaping (UBR, CBR)

OAM F4/Fs support

PPP over Ethernet Client

Management Features

Firmware upgrade via web based management
Web based management (configuration)
Power indicators

Event and history logging

Network ping

QoS
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Security Features

Password protected configuration access

User authentication (PAP/CHAP) with PPP

Firewall NAT NAPT

VPN pass through (IPSec-ESP Tunnel mode,L2TP, PPTP)

LAN Features

IEEE 802.1d (self-learning transparent Bridging)
DHCP Server

DNS Proxy

Static Routing, RIPv1 and RIP

Applications
Netmeeting, ICQ, Real Player, QuickTime, DialPad, PC Anywhere,
Telnet, SNTP, NNTP

Radio Features

Wireless RF module Frequency Band
802.11g Radio: 2.4GHz

802.11b Radio: 2.4GHz

Europe - ETSI

2412~2472MHz (Ch1~Ch13)

France

2457~2472MHz (Ch1o~Ch13)

Modulation Type
OFDM, CCK

Operating Channels IEEE 802.11b compliant:
13 channels (ETSI)
4 Channels (France)

Operating Channels IEEE 802.11g compliant:
13 channels (Europe)
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RF Output Power Modulation Rate-Output Power (dBm)
802.11b - 1Mbps (16 dBm)

802.11b - 2Mbps (16 dBm)

802.11b - 5.5Mbps (16 dBm)

802.11b - 11Mbps (16 dBm)

Modulation Rate-Output Power (dBm)

802.11g - 6Mbps (15 dBm)

802.11g - 9Mbps (15 dBm)

802.11g - 12Mbps (15 dBm)

802.11g - 18Mbps (15 dBm)

802.11g- 24Mbps (15 dBm)

802.11g - 36Mbps (15 dBm)

802.11g- 48Mbps (15 dBm)

802.11g - 54Mbps (15 dBm)

Sensitivity Modulation Rate-Receiver 2.412 ~ 2.484 HGz Sensitivity
(dBm)

802.11b - 1Mbps - (9o dBm)

802.11b - 2Mbps - (88 dBm)

802.11b - 5.5Mbps - (85 dBm)

802.11b- 11Mbps - (84 dBm)
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Modulation Rate-Receiver Sensitivity Typical (dBm)

802.11g - 6Mbps - (88 dBm)

802.11g - 9Mbps - (87 dBm)

802.11g - 12Mbps - (84 dBm)
802.11g - 18Mbps - (82 dBm)
802.11g - 24Mbps - (79 dBm)
802.11g - 36Mbps - (75 dBm)
802.11g - 48Mbps - (68 dBm)
802.11g - 54Mbps - (68 dBm)

Environmental
Complies with the following standards:

Temperature: IEC 68-2-14

oto 50 degrees C (Standard Operating)
-40 to 70 degree C (Non-operation)
Humidity

10% t0 90% (Non-condensing)

Vibration

IEC 68-2-36, IEC 68-2-6
Shock

IEC 68-2-29

Drop

IEC 68-2-32
Dimensions

220 X132 X 30 (mm)
Weight

5508

Input Power
12 VDC
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IEEE Standards

IEEE 802.3, 802.3u, 802.11g, 802.1d
ITU G.dmt

ITU G.Handshake

ITU T.413 issue 2 - ADSL full rate

Standards Conformance Electromagnetic Compatibility
CE, ETSI, R&TTE, ETS 300 328, ETS 301 489

Safety
EN60950

Internet Standards
RFC 826 ARP

RFC 791 IP

RFC 792 ICMP

RFC 768 UDP

RFC 793 TCP

RFC 783 TFTP

RFC 1483 AAL5 Encapsulation
RFC 1661 PPP

RFC 1866 HTML

RFC 2068 HTTP

RFC 2364 PPP over ATM
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AprPENDIX C
REGULATORY

€ 0560@ CE Compliance

Manufacturer’s Declaration of Conformity

We, U.S. Robotics Corporation of 935 National Parkway, Schaumburg, Illinois, 60173-5157
USA, declare under our sole responsibility that the product, U.S. Robotics Wireless 54Mbps
ADSL Router, Model 9110, to which this declaration relates, is in conformity with the following
standards and/or other normative documents.

EN300 328

EN301 489-1

EN301 489-17

EN55022

EN55024

EN60950

EN61000-3-2

EN61000-3-3

EN50392

We, U.S. Robotics Corporation, hereby declare the above named product is in compliance and
conformity with the essential requirements and other relevant provisions of Directive 1999/5/
EC.

The conformity assessment procedure referred to in Article 10(3) and detailed in Annex Il of
Directive 1999/5/EC has been followed.

This equipment is in compliance with the European recommendation 1999/519/ECC, governing
the exposure to the electromagnetic radiation.

Network Compatibility Declaration
This equipment is designed to work satisfactorily on all European Union PSTN networks.

This equipment is supplied with a suitable PSTN connector for the country in which it was sup-
plied. If it is required to use this equipment on a different network to the one for which it was
supplied, the user is advised to contact the vendor for guidance regarding connection.

This product can be used in the following countries:
Belgium, Switzerland, Netherlands, Luxembourg, Italy, France, UK, Ireland, Spain, Portugal,
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Sweden, Norway, Denmark, Finland, Czech Republic, Poland, Hungary, and Greece

Regarding IEEE 802.11g we currently have the following information about restrictions in the
R&TTE countries:

Country Frequency band Output power

France 2454-2483.5 MHz 10 mW EIRP outdoor

Regulatory Channel Frequency

Channel Frequency ETSI
(MHz)
1 2412 X
2 2417 X
3 2422 X
4 2427 X
5 2432 X
6 2437 X
7 2442 X
8 2447 X
9 2452 X
10 2457 X
11 2462 X
12 2467 X
13 2472 X

EU Health Protection

This device complies with the European requirements governing exposure to electromagnetic
radiation. This equipment should be installed and operated with minimum distance 20 cm
between the radiator and your body. This wireless device is a transmitter/receiver and has
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been designed and manufactured to comply with the exposure limits recommended by the
Council of the European Union and the International Commission on Non-lonizing Radiation
Protection (ICNIRP, 1999) for the entire population. The exposure standard for portable equip-
ment uses the "Specific Absorption Rate" as unit of measure. The maximum SAR value of this
wireless device measured in the conformity test is 0.25 W/kg.

Operating Channels: @ |EEE 802.11g compliant

® 13 channels (ETSI)

Go to www.usr.com to see the most recent channel restriction information.
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APPENDIX D
WARRANTY

U.S. Robotics Corporation Two (2) Year Limited War-
ranty

1.0 GENERAL TERMS:

1.1 This Limited Warranty is extended only to the original end-user purchaser (CUSTOMER) and is not trans-
ferable.

1.2 No agent, reseller, or business partner of U.S. Robotics Corporation (U.S. ROBOTICS) is authorised to
modify the terms of this Limited Warranty on behalf of U.S. ROBOTICS.

1.3 This Limited Warranty expressly excludes any product that has not been purchased as new from U.S.
ROBOTICS or its authorised reseller.

1.4 This Limited Warranty is only applicable in the country or territory where the product is intended for use
(As indicated by the Product Model Number and any local telecommunication approval stickers affixed to the
product).

1.5 U.S. ROBOTICS warrants to the CUSTOMER that this product will be free from defects in workmanship
and materials, under normal use and service, for TWO (2) YEARS from the date of purchase from U.S.
ROBOTICS or its authorised reseller.

1.6 U.S. ROBOTICS sole obligation under this warranty shall be, at U.S. ROBOTICS sole discretion, to repair
the defective product or part with new or reconditioned parts; or to exchange the defective product or part
with a new or reconditioned product or part that is the same or similar; or if neither of the two foregoing
options is reasonably available, U.S. ROBOTICS may, at its sole discretion, provide a refund to the CUS-
TOMER not to exceed the latest published U.S. ROBOTICS recommended retail purchase price of the prod-
uct, less any applicable service fees. All products or parts that are exchanged for replacement will become
the property of U.S. ROBOTICS.

1.7 U.S. ROBOTICS warrants any replacement product or part for NINETY (90) DAYS from the date the prod-
uct or part is shipped to Customer.

1.8 U.S. ROBOTICS makes no warranty or representation that this product will meet CUSTOMER require-
ments or work in combination with any hardware or software products provided by third parties.

1.9 U.S. ROBOTICS makes no warranty or representation that the operation of the software products pro-
vided with this product will be uninterrupted or error free, or that all defects in software products will be cor-
rected.

1.10 U.S. ROBOTICS shall not be responsible for any software or other CUSTOMER data or information con-
tained in or stored on this product.

2.0 CUSTOMER OBLIGATIONS:

2.1 CUSTOMER assumes full responsibility that this product meets CUSTOMER specifications and require-
ments.
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2.2 CUSTOMER is specifically advised to make a backup copy of all software provided with this product.
2.3 CUSTOMER assumes full responsibility to properly install and configure this product and to ensure
proper installation, configuration, operation and compatibility with the operating environment in which this
product is to function.

2.4 CUSTOMER must furnish U.S. ROBOTICS a dated Proof of Purchase (copy of original purchase receipt
from U.S. ROBOTICS or its authorised reseller) for any warranty claims to be authorised.

3.0 OBTAINING WARRANTY SERVICE:

3.1 CUSTOMER must contact U.S. ROBOTICS Technical Support or an authorised U.S. ROBOTICS Service Cen-
tre within the applicable warranty period to obtain warranty service authorisation.

3.2 Customer must provide Product Model Number, Product Serial Number and dated Proof of Purchase
(copy of original purchase receipt from U.S. ROBOTICS or its authorised reseller) to obtain warranty service
authorisation.

3.3 For information on how to contact U.S. ROBOTICS Technical Support or an authorised U.S. ROBOTICS
Service Centre, please see the U.S. ROBOTICS corporate Web site at: www.usr.com

3.4 CUSTOMER should have the following information / items readily available when contacting U.S. ROBOT-
ICS Technical Support:

Product Model Number

Product Serial Number

Dated Proof of Purchase

CUSTOMER contact name & telephone number

CUSTOMER Computer Operating System version

U.S. ROBOTICS Installation CD-ROM

U.S. ROBOTICS Installation Guide

4.0 WARRANTY REPLACEMENT:

4.11n the event U.S. ROBOTICS Technical Support or its authorised U.S. ROBOTICS Service Centre deter-
mines the product or part has a malfunction or failure attributable directly to faulty workmanship and/or
materials; and the product is within the TWO (2) YEAR warranty term; and the CUSTOMER will include a copy
of the dated Proof of Purchase (original purchase receipt from U.S. ROBOTICS or its authorised reseller) with
the product or part with the returned product or part, then U.S. ROBOTICS will issue CUSTOMER a Return
Material Authorisation (RMA) and instructions for the return of the product to the authorised U.S. ROBOTICS
Drop Zone.

4.2 Any product or part returned to U.S. ROBOTICS without an RMA issued by U.S. ROBOTICS or its author-
ised U.S. ROBOTICS Service Centre will be returned.

4.3 CUSTOMER agrees to pay shipping charges to return the product or part to the authorised U.S. ROBOT-
ICS Return Centre; to insure the product or assume the risk of loss or damage which may occur in transit;
and to use a shipping container equivalent to the original packaging.

4.4 Responsibility for loss or damage does not transfer to U.S. ROBOTICS until the returned product or part
is received as an authorised return at an authorised U.S. ROBOTICS Return Centre.

4.5 Authorised CUSTOMER returns will be unpacked, visually inspected, and matched to the Product Model
Number and Product Serial Number for which the RMA was authorised. The enclosed Proof of Purchase will
be inspected for date of purchase and place of purchase. U.S. ROBOTICS may deny warranty service if visual
inspection of the returned product or part does not match the CUSTOMER supplied information for which the
RMA was issued.

4.6 Once a CUSTOMER return has been unpacked, visually inspected, and tested U.S. ROBOTICS will, at its
sole discretion, repair or replace, using new or reconditioned product or parts, to whatever extent it deems
necessary to restore the product or part to operating condition.
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4.7 U.S. ROBOTICS will make reasonable effort to ship repaired or replaced product or part to CUSTOMER, at
U.S. ROBOTICS expense, not later than TWENTY ONE (21) DAYS after U.S. ROBOTICS receives the authorised
CUSTOMER return at an authorised U.S. ROBOTICS Return Centre.

4.8 U.S. ROBOTICS shall not be liable for any damages caused by delay in delivering or furnishing repaired or
replaced product or part.

5.0 LIMITATIONS:

5.1 THIRD-PARTY SOFTWARE: This U.S. ROBOTICS product may include or be bundled with third-party soft-
ware, the use of which is governed by separate end-user license agreements provided by third-party soft-
ware vendors. This U.S. ROBOTICS Limited Warranty does not apply to such third-party software. For the
applicable warranty refer to the end-user license agreement governing the use of such software.

5.2 DAMAGE DUE TO MISUSE, NEGLECT, NON-COMPLIANCE, IMPROPER INSTALLATION, AND/OR ENVIRON-
MENTAL FACTORS: To the extent permitted by applicable law, this U.S. ROBOTICS Limited Warranty does not
apply to normal wear and tear; damage or loss of data due to interoperability with current and/or future ver-
sions of operating system or other current and/or future software and hardware; alterations (by persons
other than U.S. ROBOTICS or authorised U.S. ROBOTICS Service Centres); damage caused by operator error
or non-compliance with instructions as set out in the user documentation or other accompanying documen-
tation; damage caused by acts of nature such as lightning, storms, floods, fires, and earthquakes, etc. Prod-
ucts evidencing the product serial number has been tampered with or removed; misuse, neglect, and
improper handling; damage caused by undue physical, temperature, or electrical stress; counterfeit prod-
ucts; damage or loss of data caused by a computer virus, worm, Trojan horse, or memory content corrup-
tion; failures of the product which result from accident, abuse, misuse (including but not limited to improper
installation, connection to incorrect voltages, and power points); failures caused by products not supplied
by U.S. ROBOTICS; damage cause by moisture, corrosive environments, high voltage surges, shipping,
abnormal working conditions; or the use of the product outside the borders of the country or territory
intended for use (As indicated by the Product Model Number and any local telecommunication approval
stickers affixed to the product).

5.3 TO THE FULL EXTENT ALLOWED BY LAW, THE FOREGOING WARRANTIES AND REMEDIES ARE EXCLUSIVE
AND ARE IN LIEU OF ALL OTHER WARRANTIES, TERMS, OR CONDITIONS, EXPRESS OR IMPLIED, EITHER IN
FACT OR BY OPERATION OF LAW, STATUTORY OR OTHERWISE, INCLUDING WARRANTIES, TERMS, OR CONDI-
TIONS OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, SATISFACTORY QUALITY, CORRE-
SPONDENCE WITH DESCRIPTION, AND NON-INFRINGEMENT, ALL OF WHICH ARE EXPRESSLY DISCLAIMED.
U.S. ROBOTICS NEITHER ASSUMES NOR AUTHORISES ANY OTHER PERSON TO ASSUME FOR IT ANY OTHER
LIABILITY IN CONNECTION WITH THE SALE, INSTALLATION, MAINTENANCE, WARRANTY, OR USE OF ITS
PRODUCTS.

5.4 LIMITATION OF LIABILITY. TO THE FULL EXTENT ALLOWED BY LAW, U.S. ROBOTICS ALSO EXCLUDES FOR
ITSELF AND ITS SUPPLIERS ANY LIABILITY, WHETHER BASED IN CONTRACT OR TORT (INCLUDING NEGLI-
GENCE), FOR INCIDENTAL, CONSEQUENTIAL, INDIRECT, SPECIAL, OR PUNITIVE DAMAGES OF ANY KIND, OR
FOR LOSS OF REVENUE OR PROFITS, LOSS OF BUSINESS, LOSS OF INFORMATION OR DATA, OR OTHER
FINANCIAL LOSS ARISING OUT OF OR IN CONNECTION WITH THE SALE, INSTALLATION, MAINTENANCE, USE,
PERFORMANCE, FAILURE, OR INTERRUPTION OF ITS PRODUCTS, EVEN IF U.S. ROBOTICS OR ITS AUTHORISED
RESELLER HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, AND LIMITS ITS LIABILITY TO
REPAIR, REPLACEMENT, OR REFUND OF THE PURCHASE PRICE PAID, AT U.S. ROBOTICS OPTION. THIS DIS-
CLAIMER OF LIABILITY FOR DAMAGES WILL NOT BE AFFECTED IF ANY REMEDY PROVIDED HEREIN SHALL FAIL
OF ITS ESSENTIAL PURPOSE.

6.0 DISCLAIMER:

Some countries, states, territories or provinces do not allow the exclusion or limitation of implied warranties
or the limitation of incidental or consequential damages for certain products supplied to consumers, or the
limitation of liability for personal injury, so the above limitations and exclusions may be limited in their appli-
cation to CUSTOMER. When the implied warranties are not allowed by law to be excluded in their entirety,
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REGULATORY

they will be limited to the TWO (2) YEAR duration of this written warranty. This warranty gives CUSTOMER
specific legal rights, which may vary depending on local law.
7.0 GOVERNING LAW:
This Limited Warranty shall be governed by the laws of the State of Illinois, U.S.A. excluding its conflicts of
laws principles and excluding the United Nations Convention on Contracts for the International Sale of
Goods.

U.S. Robotics Corporation

935 National Parkway

Schaumburg, IL, 60173

U.S.A.
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